M L- STD- 187- 700
1 JUNE 1992

5. DETAI LED REQUI REMENTS

5.1 Standards for reference point A This section defines the
standards applicable at the interface between the subscri ber
term nal equi pment (or the subscriber's network equi pnent) and
the | ocal -network el enent (reference point A).

5.1.1 |SDN-termnal to base information transfer system The
term nal equipnent interfacing wwth the base information transfer
systemshall conply with the existing ANSI standards and CCI TT
recomendations cited in 5.1.1.1 to 5.1.1.3.3, and shall conform
to FIPS 146 for |1 SDN basic rate access at the user-to-network
interface. This interface is applicable to both circuit-swtched
and packet-sw tched service.

5.1.1.1 Layer 1 (the physical layer). Layer 1 provides the
mechani cal, electrical, functional, and procedural
characteristics to activate, maintain, and deactivate a physi cal
circuit. Layer 1 allows for the transparent transm ssion of bits
between the term nal equipnment and | ocal -network el enents. The
interface between the term nal equi pnent and | ocal - net wor k

el emrents shall conply with ANSI T1.601. This interface shal
support up to two full-duplex, 64-kbps information bearer
channel s; one full-dupl ex, 16-kbps signaling channel; and one
full -dupl ex, 16-kbps overhead channel over a single twsted pair
of tel ephone w res.

5.1.1.1.1 Physical characteristics. The wiring polarity and
connector shall conply with ANSI T1.601, the section titled
Physi cal Characteristics.

5.1.1.1.2 Transm ssion nethod. The |ine code used on the
tw sted pair of tel ephone wires shall be 2B1Q (2 binary, 1
quaternary) as defined in ANSI T1.601, the section titled
Transm ssi on Met hod.

5.1.1.1.3 Functional characteristics. The nodulation rate of
the 2B1Q signal shall be 80 kilobaud. The timng signal for the
subscri ber's term nal equi pnment shall be slaved to the signal
received fromthe | ocal -network el enent. The two 64-kbps bearer
channel s, the 16-kbps signaling channel, and the 16-kbps overhead
channel shall be multiplexed in accordance with the frane
structure defined in ANSI T1.601, the section titled Functional
Characteristics.
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5.1.1.1.4 Electrical characteristics. The subscriber's term nal
equi pnrent shall conply with the inpedance and return | oss,

| ongi tudi nal out put voltage, |ongitudinal balance, jitter, and dc
characteristics defined in ANSI T1.601, the section titled

El ectrical Characteristics.

5.1.1.2 Layer 2 (the data link layer). Layer 2 defines the
procedures required to establish, maintain, and di sconnect the
data |ink between the subscriber's term nal equi pnent and the
net wor K.

5.1.1.2.1 Signaling channel (the D-channel). The Iink access
procedure on the D-channel shall conmply with ANSI T1.602. T1.602
contains the conplete text of CCITT Recommendati ons Q 920 and

Q 921, which specify the frame structure, the procedure el enents,
the field formats, and the link access procedures (LAP) for the
D-channel (LAPD). Qut-of-band signaling procedures (D channel)
shal |l be used to negotiate a packet-switched or circuit-swtched
connection for each information bearer channel.

5.1.1.2.2 Signaling in the bearer channel. Packet-sw tched
calls shall be connected to the |ocal packet handler. Renaining
signaling information, including the called user address, shal
be provided in the bearer channel and shall conmply with the |ink
access procedures bal anced (LAPB), as defined in sections 2.2,
2.3, and 2.4 of CCTT Recomendation X. 25 for basic (nodul o 8)
operation. Connections for circuit-switched calls shall be
conpl eted based on D-channel signaling only. At the user-to-
network interface, |layer 2 does not apply to information bearer
channels, for circuit-switched calls.

5.1.1.3 Layer 3 (the network layer). Layer 3 protocols provide
the information required to route calls through the |ocal- and

w de-network el enments to the destination-term nal equi pnent.
Three types of signaling nessages shall be used to control
circuit-sw tched and packet-sw tched connections: cal
establishment, call clearing, and m scel |l aneous nessages. A list
of the nessages in each category is provided in tables | and I

5.1.1.3.1 Crcuit-switched connections. The definition, nessage
format, and infornation el ement coding for nessages used to
control circuit-switched connections shall be as defined in ANSI
T1.607 and 5.1.1.3.2. ANSI T1.607 is aligned with CCTT
Recomendation Q 931. It specifies the nmessages and procedures
used for control of circuit-swi tched connections at user-to-
network interfaces. The nessages are exchanged over the D
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channel and are applicable to both basic-rate and prinmary-rate
i nterfaces.
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Messages for circuit-swi tched connection control.

CALL ESTABLI SHVENT

CALL CLEARI NG

M SCELLANEQUS

Al erting Di sconnect | nf or mati on
Call Proceedi ng Rel ease Notify
Connect Rel ease Conpl ete St at us

Connect Acknow edge

Rest art

Status Inquiry

Pr ogress

Restart Acknow edge

Set - up

Set -up Acknow edge

TABLE || .

Messages for

packet - swi t ched connection control.

CALL ESTABLI SHVENT

CALL CLEARI NG

M SCELLANEQUS

Al erting

Di sconnect

St at us

Call Proceedi ng

Rel ease

Status Inquiry

Connect

Rel ease Conpl ete

Connect Acknow edge

Rest art

Progress Restart Acknow edge

Set - up
5.1.1.3.2 DSN features. The circuit-switched call control
procedures described in ANSI T1.607 shall be used in the control
of supplenentary procedures as specified in ANSI T1.610, except

where nodified to provide for DSN features. The foll ow ng DSN
features shall be inplenented in accordance with mandatory

Appendi x Dt
a. Mul ti-1level precedence and preenption (MPP)
b. O f-hook (or hot-line) service
C. Preset conference calling
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d. Communi ty-of -i nterest service

5.1.1.3.3 Packet-switched connections. The definition, nessage
format, and infornation el ement coding for nessages used to
control packet-sw tched connections are defined in ANSI T1.608.
ANSI T1.608 specifies the nessages and procedures used for
control of packet-sw tched connections at user-to-network
interfaces. The procedures in T1.608 shall be used for the
foll owm ng two cases:

Case A Crcuit-switched access to packet-switched public
dat a net work. Layer 3 signaling between the
subscriber's term nal equi pnent and the public
data network (PDN) shall conply with the packet
| ayer protocol defined in section 3 of COTT
Recomendation X. 25. Only the B-channel is used
after the circuit-switched connection to the PDN
is conpleted. Signaling for the circuit-sw tched
portion of the call shall be acconplished using
t he D-channel .

Case B: Packet -swi tched access to an ISDN virtual circuit
service (B- and D channels). Layer 3 signaling
bet ween the subscriber and the | SDN packet handl er
shall conply wth the packet |ayer protoco
defined in section 3 of CCITT Recommendati on X. 25.
The connecti on between the subscriber's term nal
equi pnent and the packet handler may be a full
peri od connection or may be obtained using D
channel signaling as defined in ANSI T1.608. In
this case, the infornmation bearer channel may be
either a B- or D-channel.

A list of the ANSI T1.608 nessages applicable to D channel
signaling is provided in table | for Case A and table Il for
Case B.

5.1.2 Termnal -equipnent to tactical-network interface. The
term nal equipment interface for tactical subscribers shal
conply with the existing ML-STD 188 series standards and CCI TT
Recomendations cited in 5.1.2.1 and 5.1.2. 2.

5.1.2.1 Tactical circuit-switched connections. The term nal
equi pnent interface for tactical circuit-sw tched subscribers
shall conply with 5.1.2.1.1 to 5.1.2.1.3.
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5.1.2.1.1 Layer 1 (the physical layer). Loops between tactical
term nal equi pment and tactical |ocal-netwrk el enments shal
operate on a full-duplex, 4-wire basis with a transmt pair and a
receive pair. Comon battery may be provi ded between the pairs
by a local -network elenent. The | oop shall operate at a 16-kbps
information rate in each direction, using conditioned di phase, as
defined in ML-STD 188-200. The signal anplitude shall be 3
volts, plus or mnus 10 percent, with a source inpedance of 125
ohns, resistive.

5.1.2.1.2 Layer 2 (the data link layer). Tactical |oop
signaling shall be in-band, using 8-bit cyclically pernutable
codewords. The codewords shall be repeated continuously until
acknow edged or tined-out in accordance with TT- A3-9012-0046, the
sections titled Signaling codewords and Signaling tinmeout. The
idle state, for the signaling channel, shall consist of
alternating ones and zeros.

5.1.2.1.3 Layer 3 (the network layer). Tactical |oop signaling
shall be in accordance with TT-A3-9012-0046, the section titled

Signaling and cryptophases. Certain codewords shall be used to

represent nore than one signaling statenent. The anbiguity shal
be resol ved by considering the context of the signaling sequence
i nvol ving use of the codewords.

5.1.2.2 Tactical packet-switched connections. As illustrated in
figure 4.2, a host conputer or ES may be connected to a tacti cal
packet swtch in three ways:

a. By direct cable connection to a packet sw tch.

b. By connection to a LAN through an IS to a packet switch
(the IS may be located with the LAN or with the packet
Sw tch).

C. By connection to a tel ephone through a circuit switch

to a packet switch (in this case, the subscriber nust
first call up the |ocal-packet swtch).

5.1.2.2.1 Layer 1. The interface, at reference point A, shal
conply with ML-STD-188-114 for 5.1.2.2 a and b. It shall conply
with 5.1.2.1.1 for 5.1.2. 2c.

5.1.2.2.2 Layer 2. The protocol used to access the packet
switch shall conply with LAPB basic (nodul o 8) operation, as
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defined in sections 2.2, 2.3, and 2.4 of CCITT Reconmendati on
X. 25.

5.1.2.2.3 Layer 3. Network signaling to the packet swi tch shal
conply with the packet |ayer protocols as defined in section 3 of
CC TT Recommendati on X. 25.

5.1.3 Net-radio-termnal to tactical-netwirk interface.
Tactical network el enments shall provide circuit-swtched and
packet-swi tched service to and fromradi o networks.

I nteroperability between the radi o network and | ocal - net wor k
el emrents shall be achieved by providing a net radio interface
(NRI') for circuit-swtched voice and data calls, or an IS
function for packet-sw tched data conmmruni cati ons.

5.1.3.1 drcuit-switched connections. Tactical circuit-swtched
network interfaces to net radio termnals shall use the sane | oop
signaling protocols as described in 5.1.2.1, with the addition of
a means to control the NRI gateway's push-to-tal k function.

These nmeans may be manual (whereby a | ocal operator nonitors both
sides of the interface), or automatic. Automatic operation may
be achi eved by voice-operated transmt (VOX), digitized push-to-
talk control tone bursts (1231 Hz, transmt on; 1455 Hz, transmt
off), dual-tone nmultifrequency (DITMF) digits (1 transmt on, 3
transmt off), or digital start-of-transm ssion/end-of-
transm ssi on codewor ds.

5.1.3.2 Packet-switched data. Tactical packet-sw tched network
interfaces to and fromnet radio termnals shall use the sane
protocols described in 5.1.2.2. The IS function may be an
integral part of the radio termnal |ocated at the network

gat eway.

5.2 Standards for reference point B. This section defines the
standards applicable at the interface between | ocal - network
el enents and w de- network el ements.

5.2.1 |1 SDN base-level interface to reference point B. Base
information transfer systens shall conmply with 5.2.1.1to 5.2.1.3
at reference point B.

5.2.1.1 Layer 1. The signal at the w de-network interface shal
conply with the follow ng paraneters as specified in ANSI T1.408:

67



a.

b.

C.

Li ne code

B8ZS

Bi t

rate

M L- STD- 187- 700
1 JUNE 1992

68

Bi polar with 8-zero
substitution (B8ZS) and 50%
duty cycle.

Ei ght consecutive zeros shal
be replaced with 000+-0-+ if
t he precedi ng pul se was
positive and with 000-+0+- if
t he precedi ng pul se was
negati ve.

1. 544 Mops.
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Nunber of channel s

Frame format
Frame repetition rate

F-bit signal bit rate
and al l ocation

F-bit signal format

Hi gh rate signals

Ti me- sl ot assi gnnent

69

24 (Normally 23 channels are
used as i nformati on-bearer
channel s and 1 channel is
reserved for comon-channe
signaling.)

193-bit frame (see figure
5.1).

8000 franes per second.

2000 bps of the 8000-bps F-bit
signal shall be used for the
frame alignnment signal (FAS)
To convey fault status and

mai nt enance i nformation, 4000
bps shall be avail able for use
as a data link (data
orderwire). Using the CRC- 6
cyclic redundancy check as
defined in ANSI T1.408, 2000
bps shall be available for

per f or mance nonitoring.

See table I1I1.

H,=384 kbps; H,,=1472 kbps;
H,,=1536 kbps. (H, and H;, are
optional services.)

Time slot 24 shall be used to
t ransfer conmon- channel
signaling information (D
channel ), when it is present.
A channel shall occupy an

i nt eger nunber of time slots
and the sane time-slot
positions in every frame. A
B- channel may be assigned any
time slot in the frame; an H-
channel shall be assi gned any
six slots in the frane, in
numeri cal order (not
necessarily consecutive); and
an H,, channel shall be
assigned tine slots 1 to 23.
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The assignnment may vary on a
call -by-call basis.
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TABLE Il1l. FE-bit signal fornmat.
FRAME F-BI TS
NUVBER BI T NUVBER FAS DL CRC

1 1 m
2 194 Cl
3 387 m
4 580 0
5 773 m
6 966 C2
7 1159 m
8 1352 0
9 1545 m
10 1738 C3
11 1931 m
12 2124 1
13 2317 m
14 2510 4
15 2703 m
16 2896 0
17 3089 m
18 3282 C5
19 3475 m
20 3668 1
21 3861 m
22 4054 C6
23 4247 m
24 4440 1

FAS = fram ng alignment signal

DL = 4-kbps data link

CRC = CRC-6 cyclic redundancy check

m = data bit in maintenance channel
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k. Signaling data |ink The signaling data |link bit
rate shall be 56 kbps,
evolving to 64 kbps. Fifty-
si x kbps signals shall occupy
bit positions 1, 2, 3, . . .,
7 of the 64-kbps D channel.
The unused bit position shal
be set to "1." The signaling
data link shall be a
bi di rectional transm ssion
path for comon-channe
signaling, conprising two
"data channel s" operating
together in opposite
directions at the sane data
rate. The signaling data |link
constitutes the | owest
functional level (layer 1) in
t he SS7 functional hierarchy.
SS7 shall be capabl e of
operating over both
terrestrial and satellite
transm ssion links. The
operational signaling data
link shall be exclusively
dedi cated to the use of a SS7
signaling |link between two
signaling points in SS7.

5.2.1.2 Layer 2. The data link layer shall provide for reliable
transfer of common-channel signaling information across the

physi cal channel. This shall include error control, nessage
sequenci ng, and nessage delimtation. Data |ink signaling
functions and procedures shall conply wwth ANSI T1.111, the
section titled Signaling data link. The data link |ayer shal

al so be responsible for initializing the link and logically

di sconnecti ng secondary stations.

5.2.1.3 Layer 3. The network layer shall conply with the
foll ow ng requirenents:

a. Layer 3 protocols shall conply with ANSI standards
T1.111 (sections 4 and 5), T1.112, T1.113, and T1.114.
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b. The interworking rel ati onshi p between the D channel
signal at the user-to-network interface and the | SDN-User Part,
as defined in ANSI T1.113, shall conply with ANSI T1. 609.

5.2.2 Tactical network interface to reference point B. Tactical
| ocal network elenents are likely to change in the |ong-range
future to reflect conmmercial 64-kbps |ISDN architectures for fixed
applications and 4. 8-kbps architectures for nobile applications.
Future tactical interfaces are likely to reflect these conmmerci al
standards when they are in place. The near-term standards for
tactical |ocal-network elenents shall conmply with 5.2.2.1to
5.2.2.3 at reference point B.

5.2.2.1 Layer 1. Tactical comon-channel signaling shall take
pl ace over an 8-kbps, full-duplex subchannel of the 16-kbps
overhead channel. It shall be multiplexed in a digital

transm ssion group, in accordance with M L-STD 188-202.

5.2.2.2 Layer 2. D gital comon-channel signaling nessages
shal | be conposed of 8-bit characters. The eighth bit of each
message character shall be set to produce odd parity. These 8-
bit characters shall be encoded into 16-bit bl ocks by enpl oying
the error detection and correction encoding described in TT-
A3-9016- 0056, the section titled Trunk signaling nessage
processi ng.

5.2.2.3 Layer 3. Tactical comon-channel signaling nmessages
shal | consist of a fixed nunber of fields, each conprised of one
or nore 8-bit characters. Each 8-bit character shall have 6 bits
to carry trunk-signaling information. The other 2 bits shall be
reserved for control and parity. Each nessage shall contain, as
a mninum a start-of-nessage field, a nessage-type field, a
nmessage- nunber field, an end-of-nmessage field, and a nessage-
parity field. Most nessages have additional fields between the
message-type field and the end-of-nessage field. The nessages
shal | be conposed in accordance with TT- A3-9016- 0056, the section
titled Coormon channel signaling nessages.

5.2.3 Wde-network interface to reference point B. Sane as | SDN
base-level interface (see 5.2.1).

5.2.4 Gateway functions. The tactical, |SDN base |evel, and
w de networks shall provide end-user to end-user service. The
gateway function at reference point B shall provide signa
conversion, as described in 5.2.4.1t0 5.2.4.4, to obtain
interoperability between strategic and tactical subscribers.
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5.2.4.1 drcuit-switch-signaling nessage conversion.

I nteroperability between tactical circuit switches and | SDN
circuit swtches shall be acconplished through appropriate
transformati on of signaling nessages at the gateway function

| ocated at reference point B. The gateway function shal

transl ate out-of-band signaling nessages between the tactical
circuit-switched network and | SDN swi tched networks for calls
initiated in either direction. Messages to and fromthe tacti cal
circuit-swtched network side of the gateway function shal
conply with the digital comon-channel signaling and supervision
par agraphs of TT-A3-9016-0056. Messages to and fromthe | SDN
side of the gateway function shall conply with ANSI T1.111
T1.112, and T1.113, as described in mandatory Appendi x D.
Messages shall be converted or translated by mapping information
in appropriate fields, as necessary, to support orderly cal
initiation, connection, and rel ease phases. Applicable nessages
shal |l be returned and transl ated, as needed, because of busy
condi tions, nonavailability of the called party, inconpatible
termnals, security restrictions, or preenption. A typical cal
initiation, connection, and rel ease gateway signaling conversion
is showmn in figures 5.2 and 5. 3.

5.2.4.1.1 Call initiation phase. For calls originated in the
tactical circuit-switched network, tactical call-initiate
messages shall be forwarded to I SDN as initial address nessages;

| SDN addr ess-conpl ete nessage replies shall be returned to the
tactical network as call-conplete nessages. For calls originated
inthe ISDN, initial address nessages shall be forwarded as
tactical call-initiate nessages; tactical call-conplete nessage
replies shall be returned as | SDN address-conpl et e nessages.

5.2.4.1.2 Call connection phase. For calls initiated in the
tactical network, ringback shall be returned to the originating
tactical network in the traffic channel, after the call conplete
message has been returned in the signaling channel. Ringback
shall continue until the answer nessage is received from | SDN
When the answer nessage is received, the traffic channel connects
t hrough as a 64-kbps-1SDN-PCM to 16- kbps-tacti cal - CvSD channel
for nonsecure voice calls. For calls originated in | SDN

ri ngback shall not be supplied by the gateway. The gateway
function shall nonitor ringback in the traffic channel fromthe
tactical network; when ringback ceases, the gateway shall send an
answer nessage, in the signaling channel, to I SDN and shal

connect through the traffic channel as a 64-kbps-| SDN- PCM

to 16-kbps-tactical - CvSD channel for nonsecure voice calls. For
secure voice or data calls, the traffic channel shall be
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connected through as a rate-adapted, 64-kbps-1SDN to 16-kbps-
tactical channel.

5.2.4.1.3 Call release phase. For call disconnects originated
in the tactical circuit-swi tched network, tactical rel ease
messages shall be forwarded as | SDN rel ease nessages; the | SDN
rel ease-conpl ete nmessage shall be returned as a tactical rel ease-
acknowl edge nessage. For call disconnects originated in the | SDN
network, the | SDN rel ease nessage shall be forwarded as a
tactical rel ease nessage; the | SDN rel ease-conpl ete nessage shal
be returned as a tactical rel ease-acknow edgnent nessage.
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5.2.4.2 Packet switching. Tactical packet sw tches and | SDN
packet swi tches shall conmply with CCTT X 75 for connection node
service. They shall provide interoperability between host
conputers connected to tactical packet-sw tched networks and host
conputers connected to | SDN packet-sw tched networks. Al

swi tches requiring connectionless node of service wll conply
with SO DS 10589 for IS-1S routing information exchange
protocol s.

5.2.4.3 Moice telephony. Tactical tel ephone subscribers shal

be interoperable with | SDN t el ephone subscribers. Normally, this
shal | be acconplished by conversion between the tactical voice
algorithmand the | SDN voice algorithm See 4.1.5 for a
description of I1SDN and tactical voice algorithns. The gateway
function shall provide the capability to achi eve end-to-end
secure voice calls by providing a transparent, bit-rate-adapted
connection between conpatible digital voice termnals as
described in 4.1.6 and 4.1.7.

5.2.4.4 drcuit-switched data. The gateway function shal
provide for the transfer of circuit-swtched data between
tactical subscribers and | SDN subscribers. The gateway function
shall provide bit-rate adaption for | SDN B-channels in the manner
described in 4.1.7, for standard bit rates up to 16 kbps.

5.3 Standards for reference point B (NATO. This standard
defines the standards applicable to the interface between U. S.
network el enents and NATO networ k el ements.

5.3.1 U.S.-wide-network to NATO interface. The interface
between U.S. strategic and NATO strategic circuit-sw tched
networks shall conmply with 5.3.1.1to 5.3.1.3. The interface
between U.S. strategic and NATO strategi c packet-sw tched
networ ks shall conply with STANAG 4263, Annex D (for |ayer 3),
and STANAG 4262, Annex D (for layer 2).

5.3.1.1 Layer 1. The signal at reference point B (NATO shal
conply with the foll ow ng paraneters, as specified in COTT
Recommendati on G 704.

a. Li ne code HDB3.

b. BNZS B4ZS in accordance with COTT
Recommendati on G 703, the
Annex titled Definition of
Codes.
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Bit rate

Nunber of channel s

Frame | ength
Frame repetition rate

Frame al i gnnent signa

Frame al i gnnent
signal fornat

Hi gh-rate signals

Ti me- sl ot assi gnnment

81

2.048 Mbops.

32, nunbered fromO to 31.
(Normal ly, 30 channels are
used as i nformati on-bearer
channel s, 1 channel is
reserved for franme alignnment,
and 1 channel is reserved for
common- channel signaling.)

256 bits, nunbered 1 to 256

8000 franes per second.

0011011. The frane alignnent
signal shall occupy positions
2to8intine slot 0 of every
other frame. Bit 2 of tine
slot 0, in franmes not
containing the frame alignnment

signal, shall be fixed at
| ogical one. (See figure
5.4.)

See table |IV.

H,=384 kbps.

Tinme slot 16 shall be used to
t ransfer conmon-channel
signaling information (D
channel ), when it is present.
Time slots 1 to 15 and 17 to
31 are avail able for

all ocation to other channels
(B or H). An Hy-channel may
be assigned any six tine slots
in the frame, in nunerica
order (not necessarily
consecutive).
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| nsert Figure 5-4
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TABLE IV. Allocation of frane bits 1 to 8.
Bi t 1 2 3 4 5 6 7 8

nunber

Al ternate

franes

Frame cont ai ni ng Si 0 0 1 1 0 1 1

the frame

al i gnnent si gnal Note 1 Frame alignment signa

Frame not Si 1 A Sa4 Sab5 Sab6 Sa7 Sa8

cont ai ni ng the

frame alignment Note 1 | Note 2 | Note 3 Note 4

si gnal

Note 1 -- Si is the bit reserved for international use. |If not used,
this bit should be fixed at 1 on digital paths crossing an
i nternational border.

Note 2 -- This bit is fixed at 1 to assist in avoiding simulation of the
frame alignnent signal

Note 3 -- Ais the renpte alarmindication. |n undisturbed operation, it
is set to 0; in alarmcondition, it is set to 1

Note 4 -- Sa4 to Sa8 are spare bits.
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k. Signaling data link The signaling data |link bit
rate shall be 56 kbps,
evolving to 64 kbps. Fifty-
si x kbps signals shall occupy
bit positions 1, 2, 3, . . .,
7 of the 64-kbps D channel.
The unused bit position shal
be set to "1." The signaling
data link shall be a
bi di rectional transm ssion
path for comon-channe
signaling, conprising two
"data channel s" operating
together in opposite
directions at the sane data
rate. The signaling data |link
constitutes the | owest
functional level (layer 1) in
t he SS7 functional hierarchy.
SS7 shall be capabl e of
operating over both
terrestrial and satellite
transm ssion links. The
operational signaling data
link shall be exclusively
dedi cated to the use of a SS7
signaling |link between two
signaling points in SS7.

5.3.1.2 Layer 2. Layer 2 is the sane as 5.2.1.2, except for the
signal ing nessage structure. The standard routing | abel for
international signaling shall conply wwth CCTT Q 704, the
section titled Routing |abel. The routing |abel for

international calls shall consist of 14 bits for the destination
poi nt code, 14 bits for the originating point code, and 4 bits
for the link selection code.

5.3.1.3 Layer 3. Layer 3 is the sane as 5.2.1.3, except for
section 4 of ANSI T1.114. The ANSI standards in section 4 of
T1.114 include sone mnor variations fromthe international
standards. CCITT Recommendation Q 774 shall take precedence over
t he national standard when signaling nessages are exchanged over
i nternational gateways.

5.3.2 U.S.-tactical to NATO-tactical interface. The interface
between U. S.-tactical and NATO-tactical circuit-swi tched networks
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shal |l conply with STANAGs 4206 to 4212, 4214, and 4290. The
interface between U S.-tactical and NATO tactical packet-sw tched
networ ks shall conply with STANAG 4249.

5.3.3 TCP/1SO gateway. It is anticipated that U S. end systens
and networks w Il use data communi cations protocols based on ML-
STD-1777 and M L-STD-1778 for a period of time after the |SO
transport protocol is inplenented in NATO. For this reason, a
TCP-t0-1SO protocol conversion capability shall be included at
reference point B (NATO. This will allowthe US. to conply

W th STANAG 4264 during the transition period where both TCP and
| SO transport protocols nust be accommbdated. This approach has
been descri bed and published, and is provided in mandatory
Appendi x A. The TCP/1 SO gat eway approach shall be an interim
measure until ESs achieve | SO conpatibility as described in
5.4.2.

5.4 Functional profiles. The functional profiles described in
5.4.1 and 5.4.2 apply to host conputers (end systens) that may be
connected directly to a |l ocal -network el enent (reference point A
or to a gateway (internediate system, which is then connected to
a common-user network via reference point A (see figure 5.5).
Dat a comruni cati ons between end systens may cross-reference
points A, B, and B (NATO). Data communi cations, which cross
reference point B (NATO, between a U S. end system and an end
system of a NATO nation shall conply with all STANAGs applicable
to layers 4-7 of the OSI reference nodel. The STANAG nunbers are
given in 5.4.1 and 5.4.2. The correspondi ng International
Standardi zed Profile (1SP) classifications are provided. The
docunent governing the preparation of ISPs is I1SO|EC TR 10000.

5.4.1 Application profiles. DoD application profiles use
protocol standards fromthe 1SO RMIlayers 5 through 7 to provide
end-to-end information transfer. Sections 5.4.1.1 through
5.4.1.4 provide the application profiles for file transfer,
access, and managenment (FTAM; for the nessage handling system
(MHS); for directory service (DS); and for virtual term nals
(VT). These functional profiles are used to ensure
interoperability between DoD conputers. Part 5 of N ST Speci al
Publ i cati on 500-183 provides stable inplenentation agreenents for
protocol s associated with the upper |ayers (4-7).

5.4.1.1 File transfer, access, and managenent. The FTAM
application shall provide the capability to address, access, and
manage the novenent of information files anong users. File
transfer is the novenent of a conplete file between end systens.
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File access is the reading, witing, or deleting of selected
parts of a file residing on one end systemby a user |located at a
renote end system File managenent is the renote readi ng and
altering of attributes that define a file. The 1SPs for FTAM
will be found in I1SO ISP 10607 (6 parts). Two categories are
defined: |imted-purpose and full-purpose systens.
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reference point A

FTAM

ES local network

element

LAN
ES ISO 8802.n IS
ES
LEGEND:
ES = end system
IS = intermediate system
=3,4,0r5

n

FTAM =file transfer, access,
and management

LAN = |ocal area network

FIGURE 5.5. Functional profiles.
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5.4.1.1.1 Limted-purpose system A limted-purpose system

shall inmplenment, as a mnimm the follow ng profiles:
| SP DESCRI PTI ON
AFT 11 Sinple File Transfer -- This profile shall

enabl e users to read or wite a conplete file
W th unstructured text or a binary set.

AFT 3 Managenment -- This profile shall enable end-
systemusers to manage files within the Virtua
Filestore residing renotely.

5.4.1.1.2 Full-purpose system A full-purpose system shal
inplenment, as a mninum the follow ng profiles:

| SP DESCRI PTI ON

AFT 12 Positional File Transfer -- This profile shall
enabl e users to read or wite a single file
access data unit or a conplete file with
sequential text, in addition to the capability
provi ded by the AFT 11 profile. This profile
shall be conpatible with the Sinple File
Transfer (AFT11) for transfer of unstructured
files.

AFT 21 Sinple File Access -- This profile shall enable
users to access files with unstructured text,
sequential text, and an unstructured binary
set.

AFT 3 Managenment -- This profile shall enable end-
systemusers to manage files within the Virtua
Filestore residing renotely.

5.4.1.1.3 Virtual filestore. FTAM protocol and service
definitions shall allow users on different end systens to nodify
and transfer files without requiring that one user know the
detailed file characteristics of the other user. This shall be
acconplished by defining Virtual Filestore, which is used for
communi cati ons between end systens and is mapped to correspondi ng
el ements of the local file systemresiding in an end system The
mappi ng between the real file and the virtual file, with its file
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access structure, is perfornmed by the |local FTAM agent. Virtual
Filestore is defined in | SO 8571-2. Virtual Filestore shall be
defined by the attributes defined in 5.4.1.1.3.1 and 5.4.1.1.3. 2.

5.4.1.1.3.1 File attributes. The file attributes represent a
file as it is actually stored and shall consist of the foll ow ng:

e File nane ® Permtted ® Access control
actions

e Storage account e File e Contents type
availability

e Encryption nane e File size e Future file size

® | egal e Private use

qualification

Date and tinme of: ® Creation

® [ast
nmodi fi cation

® Last read access
e Last attribute nodification

| dentity of: e Creator
e |Last nodifier
® |last reader
e |Last attribute nodifier

5.4.1.1.3.2 Activity attributes. The activity attributes shal
occur only while an FTAM dialog is in progress. They are of no
rel evance to an end systemand its real file outside of such a
dialog. The activity attributes shall consist of the foll ow ng:

a. Current access request
b. Current initiator identity
C. Current access passwords

d. Current calling application entity title
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e. Current account
f. Current responding application entity title
g. Current access context
h. Current concurrency control

i Current | ocation
] - Current processing node
5.4.1.1.4 Application |ayer. The FTAM functional profiles

shal |l be supported at the application |ayer by the follow ng base
st andar ds:

| SO 8613 O fice Docunent Architecture (CODA)
| SO 8571 FTAM
| SO 8650 Association Control Service El enents (ACSE)

5.4.1.1.4.1 JOfice docunent architecture. 1SO 8613 (Parts 1, 2,
and 4 to 8) specifies rules for describing the |ogical and |ayout
structures of docunments. It also specifies the rules for
character, raster, and geonetric content of docunents so that
conpl ex docunents can be interchanged. Since the functiona
profiles addressed are limted to files with unstructured text,
sequential text, and an unstructured binary set, no further

di scussion is provided for CDA at this tine.

5.4.1.1.4.2. FETAM service elenents. The services offered are
defined in |1 SO 8571-3. The part of a protocol concerned with the
realization of a particular service is a service elenent. FTAM
offers a file service provided by a considerabl e nunber of
service el enents. Association between peer FTAM processes shal
be achieved by the use of ACSE (see 5.4.1.1.4.3). Once an FTAM
associ ati on has been established, the function determ nes the
FTAM oper ati onal environnent that is to exist over the
association. Table V provides the relationship between FTAM
functions, profiles, services, and associ ated service el enents.
These protocol specifications shall define the formats and
paraneters of the control nessages, and the actions to be taken
by the peer entity on receiving a control nmessage or a user's
service request. The protocol specification offered can be found
in |1SO 8571-4. Parts 9 and 10 of N ST Speci al Publication
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500- 183 provi des stable inplenentation agreenents for FTAM
protocols. The FTAM service elenents are grouped into functional
units that support FTAM

5.4.1.1.4.3 Association control service elenents. The FTAM
shall use ACSEs that are required by all application standards
but that do not depend on the specific nature of the application
that is standardized. |1SOs 8649 and 8650 define these service

el emrents and protocol standards. The services in the association
category shall include the follow ng: application association
establish, application association release (orderly release), and
application association abort (disorderly rel ease).
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TABLE V. Relationship between FTAM functions and service cl asses.
PROFI LE
FUNCTI ON SERVI CE SERVI CE
AFT11 AFT12 AFT21 AFT3 ELENMENT
Ker nel M M M M e Establish reginme e F-INITIALI ZE
® Rel ease orderly e - TERM NATE
regi me
® Rel ease disorderly e - ABORT
regi me
® Select file e F- SELECT
® Deselect file e F- DESELECT
Read M M M - - ® Read bul k data e F- READ
e Transfer data unit e F-DATA
e End data transfer e F- DATA- END
e End transfer e F- TRANSFER- END
e Cancel data transfer e F- CANCEL
e (pen file e - OPEN
® Close file e F-CLOSE
Wite M M M - - e Wite bul k data e F-VWRI TE
e Transfer data unit e F-DATA
e End data transfer e F- DATA- END
e End transfer e F- TRANSFER- END
e Cancel data transfer e F- CANCEL
e (pen file e - OPEN
® Close file e F-CLOSE
File - - - - M - - ® Locate e F- LOCATE
Access ® Erase e [- ERASE
File - - - - - - M e Create file e F- CREATE
Managenent ® Delete file e - DELETE
® Read attri butes e F- READ- ATTRI B
e Change attributes ® - CHANGE- ATTRI B
Recovery o o @) - - ® Recover reginme e - RECOVERY
e | nsert check point ® - CHECK
e Cancel data transfer e F- CANCEL
Rest art (@] (@] (@] - - ® Restart data e F- RESTART
Dat a transfer
Tr ansfer e | nsert check point ® - CHECK
e Cancel data transfer e F- CANCEL
NOTES:
M = mandatory; O = optional; -- = not avail abl e.
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5.4.1.1.5 Presentation layer. This layer is associated with
presentation issues over a session connection and is defined in
| SO 8823. STANAG 4256 contains a provision to satisfy NATO
mlitary requirenents for OSI RM presentation |ayer service, and
STANAG 4266 di scusses the provision for the basic NATO mlitary
features for the presentation |ayer protocol. Wth the

i nterconnection of heterogeneous systens, it is assuned that the
service coding is not necessarily the sane at both systens.

5.4.1.1.5.1 Abstract syntax. The FTAM presentation entities
shal | exchange abstract syntax in a precise representational form
understood by peer entities for the foll owm ng abstract syntaxes:

a. | SO FTAM unstructured text (FTAM 1)
b. | SO FTAM sequenti al text (FTAM 2)
C. | SO FTAM unstructured binary set (FTAM 3)

The abstract syntax is fornmally defined in | SO 8824, Abstract
Syntax Notation 1 (ASN. 1), without reference to the use of any
encodi ng techni que. The transfer syntax defines the order in

whi ch the bytes shall be physically transmtted to include
information encryption requirenments, conpression of recurrent
information, or both. Transfer syntax is derived by applying the
basi c encoding rules for ASN.1 to the abstract syntax defined in
| SO 8825 and STANAG 4259. A pairing of abstract and transfer
syntax, known as presentation context, shall be successfully
negoti ated between peer presentation entities. The list of

negoti ated presentation contexts is known as the defined context
set.

5.4.1.1.5.2 Presentation services. The presentation services
shall conply with 1 SO 8822 and shall be |limted to the kerne
portion, which is related to connection establishnent and

rel ease, and to application information transfer services.
STANAG 4266 contains provisions to satisfy NATOs mlitary
requi renent for the OSI RM presentation |ayer.

5.4.1.1.6 Session layer. The session |layer protocol defined in
| SO 8327 and service elenents are defined in | SO 8326. STANAG
4255 contains a provision to satisfy NATO mlitary requirenments
for OSI RM session | ayer service, and STANAG 4265 di scusses the
provision for the basic NATO mlitary features for the session
| ayer protocols. This layer, defined in |ISO 8327, is associ ated
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with data transfer, control, and managenent services over a
session connection. The intelligence behind the control of
session services lies with the peer application processes. They
shal | access the session services by use of mrrored services
provi ded t hrough the presentation layer. For the FTAMto
function over a session connection, the follow ng functional
units shall be available at this |ayer: kernel

resynchroni zati on, and m nor synchroni zati on.

5.4.1.1.6.1 Kernel. The kernel functional unit supports the
basi ¢ sessi on services of connection establishnent, normal data
transfer, and connection rel ease.

5.4.1.1.6.2 Resynchronization. The resynchronization function
shal |l be used when a session user determ nes the information
exchange is unreliable and requests that information transfer
restarts at a nutually agreed point: synchroni zati on poi nt
serial nunmber. This service originated at the application | ayer
(F-CANCEL) and mrrored through the presentation |ayer

(P- RESYNCHRONI ZE) . On issuing this request, the application
processor shall not invoke any further session service, other
than a disorderly termnation (F-ABORT), until such tine as the
confirmati on has been received.

5.4.1.1.6.3 Mnor synchronization. Mnor synchronization points
are used to establish commonly understood points in the

i nformati on exchange within a dialog unit. The FTAM check poi nt
service shall be used to provide either the recovery or restart
function. The F-CHECK service elenent shall provide a facility
for FTAMto insert check points into the flow of data. The
presentation layer mrrors this service elenment (P-M NOR SYNC)
and becones S-M NOR- SYNC at the session |ayer.

5.4.1.2 Mlitary Message-Handling System (MVHS). The MVHS
application profile addresses store and forward el ectronic
nmessagi ng between network users. The MVHS is defined in STANAG
4406 and is based on the CCl TT Recommendati on X. 400.

5.4.1.2.1 Mlitary Messaging Service (MVWS). The MMS is simlar
to the Interpersonal Message Service (IPM5) defined in civilian
standards, but includes extensions for services required in the
mlitary environnent. The vendor shall provide an MMS in
accordance wth STANAG 4406. The content-type used for the MVB
is P772 (1 PM5 uses P22).
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5.4.1.2.2 Electronic Data Interchange (EDI) service. The vendor
shal |l provide EDI service in accordance with CCI TT Recommendati on
X. 435 and applicable portions of N ST Special Publication 500-183
(Stabl e I npl erentati on Agreenents).

5.4.1.3 Directory services. DS is specified in CCaTT
Recommendati on X. 500 (Bl ue Book, 1988). FIPS 146 Version 3 is
expected to address X.500. Part 11 of N ST Special Publication
500- 183 provides stable inplenentation agreenents for DS
protocols. The ISP for DS will conply with the profile
classification ADIn, as indicated bel ow

ADI n APPLI CABLE STANDARDS

Layer 7 Ca TT X. 500
| SO 8650 Associ ation Control Service El ement
(5.4.1.1.4.3)

Layer 6 | SO 8823 Connection-oriented Presentation
Protocol (5.4.1.1.5)
Layer 5 | SO 8327 Connection-oriented Session Protoco
(5.4.1.1.6)
5.4.1.4 Virtual termnal. VT application profiles allow

term nals and hosts on different networks to communi cate w thout
t he hosts having know edge of specific termnal characteristics.
Part 14 of N ST Special Publication 500-183 provides stable

i npl enent ati on agreenents of VT protocols. Two categories are
defi ned:

a. Sinple System-- A teletype (TTY)-conpati bl e device
that uses a sinple line or character at a tine and controls
characters fromthe Anmerican Standard Code for Information
I nt erchange (ASCI1) character set. A sinple system supporting the
TELNET profile requires the asynchronous node (A-node) of
operation, as indicated bel ow

| SP DESCRI PTI ON
AVT12 Mode A; TELNET M L- STD- 1782
AVT13 Mode A; Line Scroll FI PS 146 Version 3
AVT14 Mode A; Paged FI PS 146 Version 3
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b. Forns Capabl e System -- Supports forns-based
applications wwth I ocal entry and validation of data by the
termnal system Sone of the functions supported are cursor
novenent, erase screen, and field protection. The forns profile
requi res the synchronous node (S-node) of operation and specifies
sinple delivery control. A forns-capable system shall support
both the forns profile specified in section 14.8.3 of the
Wor kshop Agreenents and the TELNET profile defined in M L-
STD-1782. The correspondi ng Wr kshop Agreenents with FIPS 146,
Version 2, limts the forns-capable systemto the A-node. The S-
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nmode shoul d be addressed when the FIPS 146, Version 3, is
rel eased. The applicable standards are shown bel ow

AVT2n APPLI CABLE STANDARDS

Layer 7 | SO 9040 VT

| SO 8650 Associ ation Control Service El enent
(5.4.1.1.4.3)

| SO XXXX Renpte (Operations Service El enent

( RCSE)

Layer 6 | SO 8823 Connection-oriented Presentation
Protocol (5.4.1.1.5)

Layer 5 | SO 8327 Connection-oriented Session Protoco
(5.4.1.1.6)

5.4.2 Transport profiles. Transport profiles identify the use
of base standards for OSI RMlayers 1 through 4 to provide
information transfer between transport entities. The transport
profiles are limted to providing connection-oriented transport
service (COTS) (see 5.4.2.1). COIS may be supported by either a
connectionl ess network, (see 5.4.2.2.2) or a connection-oriented
network (see 5.4.2.2.3). To neet the evolutionary requirenent
for existing DoD network protocols, ESs shall enulate the
transport service described in 5.4.2.1.1, using the end-to-end
service of the internet protocol suite. The approach taken shal
be based on the RFC 1006 net hod (see mandatory Appendix B) to
treat the transm ssion control protocol (TCP), which is a
connection-oriented, stream based, transport protocol, as though
it were actually offering a connection-oriented network service.
RFC 1086 suppl enments RFC 1006 and is contained in Appendi x C.
Thi s approach shall be used only on an interimbasis until GOSIP
is fully inplenented.

5.4.2.1 Connection-oriented transport service. COIS inplies
that al though the internal operation of a network is based on
packets, to the end user the network is indistinguishable froma
full -period, end-to-end system The packetized operation nust be
essentially invisible to the user, wth data com ng out of the
network in exactly the sane sequence it went into the network.

5.4.2.1.1 Transport service. The transport service, as defined
in |1SO 8072, shall nove data reliably fromone end systemto

anot her. STANAG 4254 contains provisions to satisfy NATO
mlitary requirenents for transport |ayer service. The transport
service is in one of three phases at any one tine: transport
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connect (TC) establishnent, data transfer, and transport
connection rel ease.

5.4.2.1.2 Transport protocols. Based on the avail abl e network
service, five different COIS protocols exist. These are terned
Transport Protocol (TP) dasses 0 through 4 (TPO-TP4). For GOSIP
end-systens, COIS, as provided by TP4, is mandatory, except when
the end systemis al so connected to public nessagi ng domai ns
conformng to CCITT Recommendati on X. 410 (Red Book). Then it

nmust be capabl e of using TPO when acting as a nmessagi ng rel ay
between the two domains. A detailed description of the structure
and encodi ng of these transport protocol data units (TPDU) can be
found in CCl TT Recommendation X 224, the section titled Structure
and Encodi ng of TPDUs, or |SO 8073. STANAG 4264 di scusses the
provision for the basic NATO mlitary features for the transport

| ayer protocol. Part 4 of N ST Special Publication 500-183

provi des stable inplenentation agreenents for TPDUs. All unknown
paraneters in a TPDU shall be ignored. Known paraneters with
valid lengths but with invalid values shall be handl ed as
fol |l ows:

a. Par anet er Acti on
® transport service
® access point (TSAP) e Send T- DI SCONNECT
identifier
e TPDU si ze ® i gnore paraneter; use
def aul t
® version ® i gnore paraneter; use
def aul t
e checksum e di scard
b. Al ternate Protoco
e (l ass ® Protocol error

5.4.2.1.3 Security protocol. The end-to-end security protocol
shal |l be as defined by NIST IR 90-4250. The N ST IR 90-4250
submtted to ANSI for adoption shall be used to define the end-
to-end security protocol at the transport layer. This security
protocol encapsul ates the TPDU, but first, it adds an integrity
code if integrity is required, encrypts the entire TPDU if
confidentiality is required, and then puts the result in a secure
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encapsul ation of the TPDU. A receiver that has the correct
cryptographi c key shall be able to decrypt the secure
encapsul ation of the TPDU, to verify its integrity and then
process the resulting TPDU

5.4.2.2 Supporting networks. COIS shall be supported by either
a connectionl ess network that provides Connectionl ess Network
Service (CLNS) or a connection-oriented network (see 5.4.2.2.3)

t hat provi des Connection-Oiented Network Service (CONS) and
shal | have a comon networ k addressing structure (see 5.4.2.2.1).

5.4.2.2.1 Network addressing. The second addendumto the
network service, |1SO 8348, defines network | ayer addressing. To
mai ntain the transparent goals of the OCSI RM a network address
makes no inplications about the physical |ocation of a node; nor
does a network address contain explicit routing information. The
OSI strategy is to use a hierarchically structured address. At
the top level, an address shall be divided into two parts: an
initial domain part (I1DP) assigned by the ISOI1EC, and a domain
specific part (DSP). The IDP is further subdivided into two
parts: the authority and format identifier (AFl) and the initial
domain identifier (IDI). Table VI provides the AFl val ues
assigned by ISOIEC as a function of the ID format. The AFI

val ues are a function of the DSP syntax indicating either decim
or binary. The maximum I DP length in digits is al so provided.

TABLE VI. AFl val ues.

AFl VALUE
| DI FORVAT | DP
DSP SYNTAX MAXI MUM
LENGTH
DECI MAL Bl NARY
CaTT X 121 36, 52 37, 53 16
| SO 3166 DCC 38 39 5
CCI TT F. 69 40, 54 41, 55 10
CCI TT E. 163 42, 56 43, 57 14
CCI TT E. 164 44, 58 45, 59 17
| SO 6523 |1 CD 46 47 6
NON- ALI GNED 48 49
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The | SO | EC assigned the international code designator (1CD) to
NI ST and the data country code (DCC) to ANSI. The System and

Net wor k Architecture Division at N ST determ nes how Gover nnent
agency-specific identifications are assigned and regi stered at
the national level. N ST has del egated the nanagenent
responsibility to the Tel ecommuni cati ons Customer Service
Division within the General Service Adm nistration (GSA).
Presently, the GSA is defining the registration procedures as
wel | as usage guidelines. The AFl value of decimal 47 specifies
that the ID part is interpreted as a four-decimal-digit |ICD and
that the DSP has a binary abstract syntax. The IDI, set to 5 for
the entire Federal CGovernnent's use, including DoD and the DSP
address structure, is defined in FIPS 146-1, section 5.1.1. N ST
applied for and obtained an I1CD equal to 6 for DoD use. The DSP
is presently undefined.

5.4.2.2.2 Connectionless network. A connectionless network is
one in which a service can be requested at any tine there is no
requi renent for a direct connection between users. Since no
connection exists between users, the network address shall be
included explicitly with every transfer request. Wde-area

net wor ks, such as the Defense Data Network (DDN), use

i nternetwork protocols (see 5.4.2) to provide connectionl ess
network service. Most of the comrercially avail able
connectionl ess networks are configured within a localized
geographi cal area known as a LAN. These LANs are often capable
of transmtting data at very high rates, up to 10 Mops. This is
made possible by the fact that the physical nmediumis installed
bet ween systens |ocated in close proximty. The 1SPs for COIS
over CLNS will be found in I1SO ISP 10608 (Parts 1, 2, and 5).
&GOSl P, Version 2, mandates that connectionl ess network service be
provi ded to Governnent users.

5.4.2.2.2.1 Network service. Connectionless network services
are defined in addendum 1 to the Network Service Definition
St andard, | SO 8348.

5.4.2.2.2.2 Network protocols. Protocol conbinations to provide
connectionl ess network service are defined in | SO 8880, Appendi x
3. To offer connectionless network service, |SO 8880, Appendi x
3, identifies the protocols used to inplenent the connectionl ess
network protocols found in I SO 8473. 1SO 8473, Addendum 3,
specifies the provisions of the underlying service over a
subnetwork that provides the OSI data |ink service. Part 3 of
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NI ST Speci al Publication 500-183 provides stable inplenentation
agreenents for network protocols. Wen an end systemis
connected to a |l ocal -area or point-to-point subnetwork, the end
systemto internedi ate system dynam c routing protocol, as
defined in |1 SO 9542, shall be used. This protocol is limted to
addressing the routing between end systens and internediate
systens on the sane or directly connected subnetworks.
(I'nternmedi ate systemto internedi ate system dynam c routing
protocols shall conply with SO DI'S 10589 after approval

| mpl ementation of the security option shall require the

assi gnnent of new paraneter values to the Reason for Discard
paranmeter in the error reporting, as defined in FIPS 146-1. The
NI ST I R 90-4250 SP3 (submtted to ANSI for adoption) shall be
used to define the security option at the network layer. This
standard shall be inplenented in internedi ate gateway systens, as
well as end systenms. The security protocol encapsul ates the
TPDU, but first adds network addresses to the protocol header for
network routing, adds an integrated code if integrity is
required, encrypts the entire TPDU if required, and then puts the
result in a secure encapsul ation of the TPDU

5.4.2.2.2.3 Link service. The link service provided over a LAN
shall be a Type-1 connectionless network service. The link |ayer
of the OSI RM shall be divided into two sublayers. The |ogica
link control (LLC) shall establish, maintain, and termnate the

| ogi cal link between devices, and the nedia access control (MAC
shal | regul ate access to the nmedium Part 2 of N ST Speci al
Publ i cati on 500-183 provi des stable inplenentation agreenents for
protocols related to subnetworks.

5.4.2.2.2.3.1 Logical link control. For LANs, the LLC shal
conply with 1 SO 8802-2 to provide a connectionl ess subnetwork
service to support connectionless network protocols. The LLC
shal |l be used to maintain the logical |ink between devices. The
LLC generates comrand packets (or frames) called protocol data
units, and interprets them The unacknowl edged connecti onl ess
service shall allow the network entities to exchange |ink service
data units without a data-link |evel connection. The data
transfer can be point-to-point, nulticast, or broadcast.

5.4.2.2.2.3.2 Media access control. The MAC in LANs deals with
the nethods for allowng a particular node to transmt on the
data transm ssion channel available to it. A LAN can be
configured as either a bus or a ring topology. Furthernore, two
primary nmet hods are used to control access: «carrier sense
mul ti pl e access/collision detection (CSMA/ CD) and token passing.
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The | EEE 802 Comm ttee on LAN and the | SO conmmunity have fol |l owed
wi th correspondi ng | SO 8802 series standards that address nedia
control and physical |layers. The |ISO 8802-3 standard addresses
CSMW/ CD, |1 SO 8802-4 addresses token-passing buses, |SO 8802-5
addr esses token-passing ring buses, and | SO 9314 addresses FDDI

5.4.2.2.3 Connection-oriented network. A connection-oriented
network is based on the ability to reserve a path through a
network for the duration of the network connection. Based on
FI PS 146-1, an end-systemshall be directly connected to a
connection-oriented network only when the network is an CCITT
X. 25 wide-area network or an | SDN wi de-area network. The | SPs
for COTS over CONS will be found in SO ISP 10609 (9 parts).
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5.4.2.2.3.1 Network service. The network service for a
connection network is defined in |1 SO 8348. STANAG 4253 cont ai ns
provisions to satisfy NATOs mlitary requirenments for OSI RM
network |ayer service. The network service is in one of three
phases at any one tinme: connection establishnent, data transfer,
and connection rel ease.

5.4.2.2.3.2 Network protocols. Protocol conbinations to provide
connection network service shall be defined in I SO 8880, Appendi x
2. To offer the connection network service, |SO 8880, Appendix
2, identifies the protocols used to realize the COTT X 25
packet -1 ayer protocol (PLP) over the subnetwork. |SO 8878
defines the use of CCTT X 25 PLP to provide the OSI connection
network service. |1SO 8208 defines the packet format and contro
procedures for the exchange of packets that contain control
informati on and user data at data term nal equi pnent. | SO 8208,
Addendum 2, defines the dial-up access to a packet-sw tched
public data network through a public sw tched tel ephone network
(PSTN), an integrated-services digital network, or a circuit-
switched public data network. CCTT Q 931 defi nes additional
signaling requirenments during set-up of an incom ng call when D
channel access is required on the ISDN. Part 3 of N ST Speci al
Publ i cati on 500-183 provides stable inplenentation agreenents for
network protocols. STANAG 4263 contains the mlitary features
required for NATO s network |ayer protocols.

5.4.2.2.3.3 Data link service. Data |link service for a
connection network is defined in | SO 8886. STANAG 4252 contai ns
provisions to satisfy NATOs mlitary requirenments for OSI RM
data-link | ayer service. The data link service is in one of

t hree phases at any one tine: connection establishnment, data
transfer, and connection rel ease.

5.4.2.2.3.4 Data link protocols. End systens that are directly
connected or use dial-up access to the packet-sw tched public
network shall use the LAPB protocol, except for connection to the
| SDN D-channel. For access via the | SDN D-channel, the LAPD

prot ocol shall be used as defined in COTT Q 921. The LAPD
protocol is a fully standard inplenentation of the |1SO Hi gh-Ieve
Data Link Control (HDLC) protocol and can be found in the
foll ow ng docunments: |SO 7809, |SO 4335, |1SO 3309, |1SO 8471, and
| SO 8885. Part 2 of NI ST Special Publication 500-183 provides
stable inplenentation for protocols related to subnetworks.
STANAG 4262 contains the mlitary features required for NATO s
data-link | ayer protocols.
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5.4.2.2.3.5 Physical layer. FIPS 146-1 does not nandate any
speci fic physical interface except for I1SDN. For non-1 SDN
application, or for the Rinterface of |SDN applications using
term nal adapters, M L-STD 188-114 shall be used for the physica
| ayer interface. MVL-STD 188-114 is based on ElI A 422 and 423 and
is interoperable with EIA 232 (fornmerly RS-232), and the CCTT
V.35 digital interface referenced in GOSIP FIPS 146. For | SDN

FI PS 146, Version 2, mandates that for the basic rate interface
(BRI') at the S and T reference points, ANSI T1-605-1988 shall be
used. STANAG 4251 contains provisions to satisfy NATOs mlitary
requirenents for OSI RM physical |ayer service, and STANAG 4261
contains the mlitary features for NATO s physical |ayer
protocol s.

5.5 Subscriber network el enents. General requirenents for
subscri ber network elenents are listed in 4.5.2.1. The

i npl enentati on of narrowband | SDN and in the future broadband

| SDN requires a substantial investnent in the upgrade of DIS. To
t ake advantage of DI S features requires direct digital
capabilities be provided to all subscriber network el enents.
These subscriber elenents are discussed on the basis of their
access requirenents: direct, nobile, universal, and indirect.

5.5.1 Dyrect access. Direct access can be provi ded by copper

Wi re, coaxial cable, or fiber optical cable. The access nethod
depends on the bandw dth that nust be supported. This entails
devel oping all-digital subscriber-term nal equipnment with direct
access that can provide voice, high-speed communications of data;
facsimle (text and graphics); still and notion video

communi cations; as well as broadcast of high-resolution

t el evi si on.

5.5.1.1 VMoice. Al voice end termnals shall provide voice
digitization. Strategic subscriber termnals shall use 64-kbps
PCM or 32-kbps ADPCM Tactical subscriber termnals shall have
the capability to interface, either directly or via a swtch,
usi ng 16- kbps CVSD anal og-to-digital (A-D) conversion as defined
in ML-STD-188-113. Voice term nals enploying CELP shall be
capabl e of providing 4.8-kbps CELP A-D conversion as defined in
FED- STD 1016. The voice digitization algorithmshall be

negoti ated during call set-up and the 4. 8-kbps CELP shall be the
preferred node. Mlitary satellite (in the anti-jam node) and HF
radi o applications shall use 2.4-kbps LPC

104



M L- STD- 187- 700
1 JUNE 1992

5.5.1.2 Data. Al end termnals that provide data
communi cations shall be capable of supporting all application
profiles, as defined in 5.4.1.

5.5.1.3 Facsimle. Al end termnals that provide text and
graphics in the formof facsimle shall conformto ML-
STD-188- 161

5.5.1.4 Video. Al end termnals that provide notion video
conferencing shall conformto ML-STD 188-131, which is being
witten to conply with the P tinmes 64 standard described in COTT
H 320. All end termnals that provide still graphics video
conferencing shall conformto M L-STD 188-132, which is being
devel oped to conformto the comrercial standard being sponsored
by DoDin the EIA TR29 Facsimle Commttee.

5.5.1.5 Hi gh-definition television. High-definition television
(HDTV) standards are under devel opnent for end termnals that
provi de the HDTV function

5.5.2 Mobile access. Due to rapid advances in signal processing
and integrated circuit technology, digital radi o has becone

vi abl e technol ogy for inplenenting wreless subscriber |oop
service in renote rural areas; for providing wireless private
branch exchange (PBX) service; for cellular digital nobile radio
service; for digital nobile satellite service; and for tactical
digital radio network service. Al subscriber network el enents
requi ring nobile access shall have a default voice al gorithm of

4. 8-kbps CELP, and the gateway function at reference point A
shall allow for data traffic with bit count integrity to support
both secure voice and data. Standards for nobile access are
under devel opment. NSA has been | eading the Governnent effort to
create standards within industry that support interoperable data
communi cations via nobile subscriber interface and control, and
network interface and control.

5.5.2.1 Wreless subscriber |oop service. Standards for renote
W rel ess subscriber | oop service are under devel opnent.

5.5.2.2 Wreless PBX service. New |ow power, short-range
digital radio (average transmtter power in the order of 10 nmW
technol ogi es are bei ng devel oped. The use of digital

mul ti pl exing with demand assi gnnent access of digital radio |inks
could service nultiple user termnals. Tinme-division nultiple
access (TDMA) standards for cellular digital nobile radio service
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(see 5.5.2.3) may al so be viable for nultiple user indoor
appl i cation.

5.5.2.3 Cellular digital nobile radio service. Standards are
bei ng devel oped for next-generation digital cellular nobile radio
systens. [The Special Mbile Goup (GSM of the European

Tel ecommuni cations Standards Institute (ETSI) is standardizing a
pan- Eur opean TDMA nobile radi o technol ogy. The

Tel ecommuni cati ons I ndustry Association (TIA) and Cellular TIA
(CTIA) are standardizing an entirely different TDVA technol ogy
for North America. It is expected that these two efforts wll
converge to enhance interoperability.]

5.5.2.4 Digital nobile satellite service. Digital nobile
satellite service will be based on Utra Snmall Aperture Term na
(USAT) technology with a 10 to 12-inch antenna diameter. USAT
requi res very conpl ex hybrid spread-spectrum nodul ati on and
access techniques to limt interference. The information rate is
limted to 2.4 kbps, ruling out the use of the default 4.8-kbps
CELP voice algorithmfor this service. Standards wll be

devel oped for end termnals requiring service over digital nobile
satellite |inks.

5.5.2.5 Tactical digital radio netwirk service. Standards for
HF radi o subsystens are listed in 4.4.2.7. Standards for HF
radi o subscri ber networks are under devel opnent. Pl anning
standards for HF will be contained in ML-STD 187-721. HF radio
automatic |link establishnment (ALE) shall conply with FED
STD-1045. Standards for automatic HF radio networking wll be
contained in FED- STD-1046. Standards for HF store-and-forward
service will be contained in FED STD 1047. Standards for
automatic HF networking to nmultiple transm ssion nedia wll be
contained in FED- STD-1048. Standards for HF radi o automatic
operation in stressed environnents will be contained in FED
STD- 1049.

5.5.3 Universal access. Universal access will allow subscribers
toinitiate and receive calls through the DIS irrespective of

t heir geographical |ocation. Two basic concepts related to

uni versal access are energing: the nobile comunication facility
of fered by the Universal Mobile Tel ecomuni cations System (UMIS),
and the personal communication facility offered by the Personal
Tel ecommuni cations Service (PTS). Standards for universal access
are under devel opnent.
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5.5.3.1 Universal nobile tel ecomunications system The UMIS
shal | provide nobile comunications, not only by keeping track of
the location of the nobile subscriber (by storing information
about their current location), but also by maintaining ongoi ng
calls and connection, despite their novenent.

5.5.3.2 Personal telecomunications service. The PTS shall be
provi ded across nultiple networks and all ows network-i ndependent
user identification. Froma network point of view, the PTS may
be based on either wired or wireless interface.

5.5.4 Indirect access. End termnals can be configured on a LAN
or a group of LANs that are joined by bridges to form an extended
LAN.

5.5.4.1 Local area network. End termnals configured to a LAN
at the network |layer shall use connectionl ess network protocols,
as defined in I SO 8473, and at the link layer shall use |ogica
link control type-1, as defined in |ISO 8802-2. End term nals at
the MAC | evel that require: carrier sense nultiple access shal
conformto |1 SO 8802-3. End termnals at the MAC | evel that
requi re token passing bus access shall conformto | SO 8802-4.

End termnals at the MAC |l evel that require token-passing ring-
bus access shall conformto | SO 8802-5. End termnals at the MAC
| evel that require FDDI shall conformto | SO 9314. The | EEE has
devel oped an | EEE Standard 802.6, Distributed Queue Dual Bus
(DQDB) Subnet of a Metropolitan Area Network (MAN), which wll
eventual |y be adapted as an | SO 8802-6 standard. End term nals
at the MAC | evel that require broadband service (see 5.6) via MAN
shall conformto | SO 8802-6. Wreless LANs are a subject for
further study.

5.5.4.2 Bridges. A bridge connects data links for the purpose
of forwardi ng packets between | ocal networks. A bridge operates
at the logical link or MAC | ayer (level 2 of the SO RV,

i ndependent of higher-level protocols. A bridge architecture can
be based on either a transparent spanning tree or on source
routing.

5.5.4.2.1 Transparent-spanning-tree bridge. A transparent-
spanni ng-tree bridge shall nodify its address table dynam cally
for each packet it receives. |If a station address is unknown,
the bridge shall flood all links other than the |ink over which
t he packet was received. A transparent-spanning-tree bridge can
function as either a local or renote MAC bridge. A local bridge
is directly connected to LANs and shall conformto | EEE 802. 1D
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A renote bridge is directly attached to one or nore LANs, and

al so on unspecified interconnection nmediumand will conformto
draft standard | EEE P802. 1G 1D. The MAC frane is encapsul ated
wi thin the appropriate interconnecting nediumfor transm ssion
across the network to a peer renote bridge.

5.5.4.2.2 Source routing bridge. |In a source routing bridge the
route shall be determ ned by the source station for each frane
sent through one or nore bridges to the destination station. The
routing information is contained within each frame and used by
each bridge it transitions over. Source routing information
shal |l be acquired by the originating station by broadcasting a
request that is updated by each bridge it transitions over.

Mul tiple copies that are received by the destination station are
sent back to the originating station, and the information is used
to select the preferred path. A source routing bridge shal
conformto | SO 8802-5.

5.6 Broadband service support. Broadband service support within
the DS shall pertain to network interface transport rates,
formats, and architectures associated with digital hierarchies
defined in ANSI T1.105, CC TT Recommendations G 707 and |.121

and | EEE 802. 6.

5.6.1 The transport digital hierarchy. In support of broadband
services, two primary digital hierarchy standards are applicabl e:
ANSI T1.105 and CCI TT Recommendation G 707. Wthin CONUS, the
ANSI T1.105 Digital H erarchy Optical Interface Rates and Formats
Specification, comonly referred to as SONET, defines the layer 1
Synchronous Optical H erarchy (SOH). CC TT Recomendati ons G 707
t hrough G 709 define the layer 1 Synchronous Digital Hierarchy
(SDH) for international use. Where common rates and formats

exi st, the SONET standard is functionally and structurally

equi valent to CCITT Recommendati on G 707

5.6.1.1 Synchronous Optical Network. The prinmary objective of
SONET is the definition of a SOHwth sufficient flexibility to
support transm ssion rates and formatted signals. Any signal
transmtted using ANSI T1.105 shall enploy ANSI T1.106 to provide
opto-el ectrical conversion.

5.6.1.1.1 Rates. Were necessary, support of various |ow
transm ssion rates across a high-rate connection shall be
acconpl i shed through the enpl oynent of synchronous nul tipl exing.
Mul tiplexing results in a famly of standard rates and formats,
which are multiples of the basic 51.84-Mps Synchronous Transport
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Signal 1 (STS-1) rate. To support broadband services, basic rate
signals shall be tine-division multiplexed to build higher

transm ssion rates. SONET shall support sub-STS-1 rate signals
by multiplexing these |lower rate signals in accordance wi th ANSI
T1.105. The SONET rates applicable to the DIS are listed in
table VII.

TABLE VII. SONET rates (Mops).

STS-1 51. 840
STS-3 155. 520
STS-12 622. 080
STS- 24 1244. 160
STS- 48 2488. 320

NOTE:

STS-M = Synchronous Transport Signal M
Optical Carrier Level-M (OCM is the optical
equi valent to STS-M

5.6.1.1.2 Frane format. Figure 5.6 depicts the STS-M frane
structure. For M3, each of nine rows of the STS-1 frane
consists of 9 octets of overhead and 261 octets of user traffic
payl oad.
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5.6.1.1.3 Services. The SONET standard is capable of supporting
a variety of connection-oriented and connectionl ess transport
data services. (The services that SONET supports include DS3

t el ecommuni cations signals, video, or lowrate tel ephone services
such as DS1, DS1C, or DS2 signals). The follow ng SONET
concatenated rates shall be supported: STS-3C, STS-12C, and

STS- 24C.

5.6.1.1.3.1 Managenent. The SONET standard i ncor porates
enbedded operations channels within its overhead field. These
enbedded operations channels shall be used to provide

communi cations capacity to support DI S integrated network
managenent. To facilitate the reliable transport of user
traffic, the overhead operations channel shall be nultipl exed
into the STS-Mfrane to support link integrity.

5.6.1.1.4 |Interworking support. SONET shall provide a |ayer 1
transport service for interworking between DI'S network el enents.

5.6.1.2 The Synchronous Digital Hierarchy

5.6.1.2.1 Rates. The SDH supports broadband services as a |ayer
1 capability. Table VIII shows the applicable SDH rates. The
basic SDH rate of 155.520 Mops is designated STM1. OQher rates
are derived by nmultiplexing the basic rate in accordance with

CC TT Recomendati ons G 708 and G 709.

TABLE VIII. CCOTT Recommendation G 707 rates
(Mops) .
STM 1 155. 520
STM 4 622. 080
STM 8 1244. 160 (*)
STM 16 2488. 320 (*)
NOTE:

(*) indicates rate under study by the CCI TT.
STMN = Synchronous Transport Mbdul e-Level N

In accordance with CCI TT Recommendati on G 709, provisions
shal |l be nmade to support sub-STM 1 rates.
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5.6.1.2.2 Frane format. Figure 5.7 illustrates the STM N frane
format. For N=1, the STM1 frame shall consist of 93 octets of
over head and 2337 octets of payload. An STMN (where N>1)
consists of 81 x N octets of overhead and 2349 x N octets of

payl oad.

5.6.1.2.3 Services. The SDH shall support all services defined
in 5.6.1.1. 3.

5.6.1.2.4 Mnagenent. Network managenent services shall be
supported via an enbedded service channel within the SDH over head
structure. The SDH service channels shall support DS network
managenent obj ectives as specified in 5.7.

5.6.2 Metropolitan area networks. The DI S shall support the

| EEE 802.6 DQDB. To support broadband services across | arge
areas, nultiple DQDB subnetworks may be interconnected to form
MANs. MANs nay be suitably interconnected to formw de area
networks (WANs). By definition, MANs are subscri ber-network

el emrents within the DS franmeworKk.

The primary objective of MANs shall be the establishnment of
a transparent and reliable (Il ow delay and no | oss of user
t hroughput capacity) nechani smfor interconnecting LANs. A
transparent MAN environnment is one in which two or nore
i nterconnected LANs appear as a single logical LANto their
respective users. The | EEE 802.6 standard has not been adopted
as an international standard.

5.6.2.1 Services. The DQ@B subnetwork is a distributed nmulti-
access network that supports integrated comrunications services.
Specifically, the DQ@B supports connectionl ess data transfer,
connection-oriented data transfer, and i sochronous comruni cati ons
(e.g., voice). In support of connectionless services, annex B of
| EEE 802.6 provides information on a nechanismfor controlling
bus communi cati ons between nodes. Currently DQDB/ MAN rel at ed
services are planned as a public offering within the contintental
United States (CONUS). Qutside CONUS, the DQDB/ MAN architecture
and its services nust be supported as a private subscri ber

networ k el enent.

Connecti onl ess packet service shall support variable-length
packet service. The connection-oriented data service shal
support a virtual channel between any pair of data service users.
[ A formof connection-oriented data service called Sw tched
Mul ti-nmegabit Data Service (SMDS) shall be supported via the | EEE
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802.6 conpliant open bus when they are aligned at the
connectionl ess MAC service via renote bridge.] The MAN reference
nodel used to support these services is depicted in figure 5.8.
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5.6.2.2 Rates. The |EEE 802.6 DQDB/ MAN st andard supports high-
speed transport of information across interconnected subnetworks
within the DIS. Transport of information is achieved through the
use of a 53-octet fixed-cell-based format. [The cell length is
equi valent to that of an ATMcell. However, the ATM cell payl oad
is between 44 and 48 octets, dependi ng on whether the ATM
Adaptation | ayer (AAL) uses a portion of the payload capacity for
its purposes as defined in 5.6.3.] A DQDB/ MAN | ocated outsi de
CONUS shall be interconnected via a SONET/CClI TT Recommendati on

G 707 rate interface.

The rates supported are as defined in CCTT Recomrendati on
G 703 (at 34.368 Mps and 139. 264 Mops) and CCITT G 707 (at
155. 520 Mops). Lower-rate interfaces shall be supported via
mul ti pl exing in accordance with CCI TT Reconmendati on G 709.

5.6.2.3 Architecture. Miltiple DQB subnetworks may be

i nterconnected to form MANs via nedi ati on devi ces (bridge,
router, or gateway). MANs may be viewed as a public or private
(e.g., DoD) backbone network. Figure 5.9 shows a notional

i nterconnection of public and private MAN networks.

5.6.2.3.1 DQDB subnetwork architecture. A DQB subnetwork uses
a pair of unidirectional buses (a dual bus pair), referred to as
Bus A and Bus B. Bus A and Bus B are independent fromthe point-
of -view of data flow That is, information on the buses flows

i ndependently in opposite directions.

A DQDB subnetwork shall support either an open dual bus or a
| ooped dual bus; in the open dual bus topol ogy, the head of Bus A
(i.e., the informati on source node for Bus A) and the head of Bus
B are logically separate and distinct. |In the |ooped bus
t opol ogy, the head of Bus A and Bus B are coll ocat ed.

Wthin the DQDB subnetwork, nodes shall be physically
i nterconnected by a separate transmssion link. A full-duplex
transm ssion link shall carry both Bus A and Bus B managenent and
user traffic between adjacent nodes. Eight levels of priority
are supported by the DQDB standard. These levels of priority
nmust be shared between network and user traffic.

5.6.2.4 DQDB/ MAN interworking. |In support of broadband
interworking wwthin the DI'S, the | EEE 802. 6 DQDB/ MAN architecture
and protocols shall be used to support any conbi nati on of LAN and
| SDN connectivity (e.g., LAN LAN, LAN-I SDN LAN)
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To sinmplify LAN MAN i nterworking, the | EEE 802. 6 MAN has
been designed to be conpatible with other LANs at OSI | ayer 2.
Figure 5.9 depicts a typical scenario in which DQDB/ MANs are
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FIGURE 5.9. Notional IEEE 802.6 interworking network architecture.
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interworking with a variety of other LANs, MANs, and end-systens
(hosts and term nal equi pnents).

5.6.2.5 Protocol. The DQB shall enploy managenent, signaling,
and traffic protocols to control and nonitor access and use of
its resources.

5.6.2.5.1 Signaling. Signaling associated wth | EEE 802. 6
services is not specified within the standard. \Wherever
possi bl e, existing signaling protocols (e.g., CaOTT Q 931) shall
be enpl oyed. The signaling shall provide for interworking across
public networks that use SS7.

5.6.2.5.2 Managenent. To support integrated DI S network
managenent, the DQDB/ MAN shal |l provide for |ocal and renote
managenent and control of its resources.

5.6.2.5.2.1 Local node nmanagenent. Local nanagenent is not
subject to the OSI nmanagenent definition since all information
flowis local to the node's managenent process. However, when
MANs are interconnected via a DIS |ocal - or wi de-area network
el enent, the |ocal managenent shall conformto the managenent
concept defined in 5.7.

5.6.2.5.2.2 Renpte managenent via network/system managenent. A
node' s physical and data-link |ayer objects are nonitored,
controlled, and coordinated via D S network managenent through
the DQDB | ayer managenent interface. System managenent
application functions shall provide for nonitoring, control, and
coordi nati on of managed objects through interaction with the DQDB
| ayer managenent interface.

5.6.2.5.2.3 Renpte managenent via DQDB | ayer nanagenent. Renpte
managenent shall provide for renote nonitoring, control, and
coordi nati on of managed objects within a | ocal node.

5.6.3 The asynchronous transfer node. The ATM shall be used to
provi de broadband services. The ATM shall be a transport
connection-oriented packet service. The ATM shall provide
trunki ng between the DS | ocal -network el enent and the w de-
network elenment at DIS reference point B. The ATM shall conply
with draft CCTT Recomendations |.150 and |.361 after approval.

5.6.3.1 The ATM services. The ATM shall support two primary
services: interactive and distribution. Interactive services
shal | correspond to conversational, nessaging, and retrieval
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service. Distribution services shall provide for user

control /noncontrol of presentation services. Service paraneters
shal |l be negotiable on a cell-by-cell basis, subject to network

managenent constraints and limtations on paraneter ranges. The
ATM shal | support CONS and CLNS.

5.6.3.1.1 Miltinedia service support. Independent network
access and connection control functions shall not restrict
concurrent support of m xed services (e.g., audio and video) on a
single connection. Further, there shall be no inherent

i npedi ments to the establishnment of nmultiple connections
associating a specific information type. Addition and deletion
of optional information types (such as voice, data, facsimle,
video) during an active network access shall not be inhibited.

5.6.3.2 The ATMcell attributes. The ATMcell format and cel
transfer rate shall conply with 5.6.3.2.1 and 5.6.3.2.2.

5.6.3.2.1 Cell format. The ATM shall be based on the cel
structure shown in figure 5-10. The nultiplexed information
shal | be organi zed as fixed-sized franes called cells. The ATM
cell structure shall provide the transport nechanismfor
information delivered to the User Network Interface (UNI). The
UNI shall logically correspond to the DIS at reference point B.
The ATM cell presented to the UNI shall be identical to the cel
at the network-node interface (NNI), except the NNI cell shal
not provide for cell flow control. The UNI shall not flow
control incom ng network cells.

The ATM cell structure shall be functionally divided into
three fields: the cell header field, the AAL field, and the user
information part. The AAL field shall correspond to the first
four octets of the user information part (infornmation payl oad) of
a cell.

5.6.3.2.2 Cell transfer rate. The ATM supports constant bit
rate (CBR) and variable bit rate (VBR) end-to-end bearer service
connections. ATM UNI operational rates shall be 155.52 Mops
(SONET STS-3 and CCTT STM 1) and 622. 08 Mps (SONET STS-12 and
CCaTT STM4). The ATM shall not inhibit operation across |ower-
rate digital hierarchies.

5.6.3.3 The ATMreference nodel. Figure 5-11 depicts the ATM

| ayered protocol reference nodel. The | ayered ATM reference node
(ATMRM shall be functionally aligned wwth the 1SO CSI RM The
ATM RM shal | consists of a physical layer 1, a data link |ayer 2

121



M L- STD- 187- 700
1 JUNE 1992

(to include the ATM subl ayer and AAL functionality) (see
5.6.3.3.2.), and higher layers corresponding to the | SO CSI RM
| ayers 3 through 7. The ATM reference nodel shall conply with
draft CCI TT Recommendations |.321 and |.327, after approval.
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5.6.3.3.1 Preferred ATM physical layer (layer 1). The preferred
ATM physi cal |ayer shall be based on the ANSI TI.105-1988 SONET.
The ATM subl ayer shall be functionally independent of the layer 1
digital hierarchy. The ATM shall support asymetric interface
connections. Asymmetric interfaces shall be those interfaces in
which the transm ssion rate across the interface is not the sane
in both directions. The ATM physical |ayer shall conply with
draft CCI TT Recommendation |1.432, and | SO DI'S 9314-3, after
approval .

5.6.3.3.2 The data link layer (layer 2). The ATM protocol shal
reside at the data link layer. The data link [ayer in support of
the ATM shall be functionally separated into an AAL and an ATM

| ayer. The AAL shall performfunctions required by the
Application profiles, and control and managenent planes. In
addition, it shall support the mappi ng between the ATM subl ayer
and the OSI RMlayer 3 function. The AAL shall conply wth draft
CC TT Recommendation |.363 after approval. The ATM subl ayer
shal |l ensure delivery of cells.

The AAL shall provide CBR and VBR service support to I SO
| ayers 3 to 7 through the definition of four types of AAL service
functions. The AAL type 1 functions shall support CBR service.
The AAL type 2 functions shall support CBR service. The AAL type
2 functions shall support VBR service. The AAL type 3 functions
shal | provide nessage and stream ng services. The Type 3
function shall transport end-to-end one or nore (optional) AAL
convergence subl ayer protocol data units (PDU) in the nessage
node. Stream ng node service shall provide end-to-end transport
of one or nore fixed-size service data units (SDUs) within a
singl e AAL convergence sublayer PDU. Delivery of AAL PDU(s) may
be tagged as guaranteed or not-guaranteed. The AAL type 4
functions shall provide connection-oriented and connecti onl ess
poi nt-to-nul ti poi nt VBR nmessage and stream ng node service
t hrough the ATM network. The nmessage and streanm ng node services
shall be functionally identical to the AAL type 3 function

The ATM subl ayer shall provide a common transfer capability
to all services, including connectionless services. The ATM
subl ayer shall support user end-systemcontrol of traffic from
mul ti pl e CBR regul ar and VBR ATM connecti ons that have vari ous
QCS cl assmar ks.

5.6.3.4 ATM.interworking. The ATM connections shall support
basic | SDN user and signaling services. The ATM shall not
inhibit interworking between itself and the basic (nB+D) | SDN
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network. Interworking with non-1SDN networks shall be
acconplished via a network adapter. The network adapter shal
provi de the necessary translation functions required to ensure
that ATMcell information content is delivered to its
destination. The adaptor shall be inplemented within the ATM
term nal equipment or via an external ATMterm nal adapter. The
AAL shal |l support connections between ATM and non- ATM i nterf aces.

5.6.3.4.1 ATMcell interwirking. Wen interworking between ATM
and non- ATM networks within the DIS is required, cell translation
shall be perfornmed at the UNI. Cell translation applies to a
mani pul ati on of the ATM cell header information to support the
routing required by the non-ATM network. No additiona
information shall be required of the ATMcell to support the

i nt erwor ki ng function.

5.6.3.5 ATMsignaling. (It is envisioned that SS7 w |
eventual |y support the ATM. The ATM shall provide a flexible
transport service common to connection and connectionl ess network
and bearer services. The preferred nethod of signaling shall be
t hrough the use of separate channel identifiers. Qut-of-band
(and for interworking in-band) signaling shall be supported. ATM
signaling shall conply with draft CC TT Recommendation |.311
after approval.

The ATM signaling function shall support control of ATM
virtual channel connections (VCCs) and virtual path connections
(VPCs) for information transfer. The signaling function shal
support sinple nmultipoint and nulticonnecti on network accesses.

The ATM shall allow for multiple types of services and for
the | ogical separation of signaling fromthe user information
stream The ATM signaling nmechani smshall not prevent a user
from supporting multiple signaling entities connected to the
network call-control managenent function via separate ATM VCCs.

5.6.3.5.1 Signaling configurations. The ATM shall support three
signaling configurations designated Case A, Case B, and Case C.
The Case A configuration shall provide for the establishnment of
virtual channel (i.e., connectionless) connections through the
DIS. Case B shall provide for the establishnent of virtual paths
(i.e., connection-oriented) connections through the DIS. Case C
shal | provide for both connectionless and connection-oriented
connections through the DI S.
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5.6.3.5.2 ATM connectionless service support. The ATM shal
support B-1SDN connectionl ess data service between functional
groups able to handl e connectionl ess nessages. The ATM shal
provi de direct and indirect support of connectionless services.
The ATM connectionl ess service support shall conply with draft
CC TT Recomendation |.327, Annex A, after approval.

5.6.3.5.2.1 ATMdirect support of CLNS. |In order to access
connectionl ess data services, a connection shall be established
between the | ocal network el ement and the ATM network's
connectionl ess service function (CLSF). The CLSF shall reside
within the DIS | ocal and wi de area networks. The CLSF shal
term nate connectionl ess protocols and reroute cells to the
destination end user, based on cell routing information. Direct
support of connectionless service is defined to be Case A, The
ATM di rect support of CLNS shall conply with draft CCTT
Recommendation |.211, after approval.

5.6.3.5.2.2 ATMindirect support of CLNS. The connectionl ess
protocol shall be invisible to and i ndependent of the ATM
switching function located within the | ocal and w de area
networks. ATM i ndirect support of connectionless services shal
be via the connection-oriented service. A transparent connection
of the ATM | ayer, either permanent, reserved, or on-demand, shal
be used between B-1SDN. To ensure that no inpedinents exist to
t he adoption of a CL protocol, the CL and AAL functions shall be
i npl emented outside | SDN. ATM Case A shall provide indirect
support of connectionless services. The ATMindirect support of
CLNS shall conply with draft CCITT Recommendation |.211, after
approval .

5.6.4 Frane relay node. The DI S shall support the franme rel ay
nmode (FRM). Support of FRMwithin the DIS shall conformto the
| SDN FRM bearer service definition and architectural framework
defined in ANSI T1.606. The ANSI FRM definition is closely
aligned with CCTT Recommendati on Q 922.

5.6.4.1 Services. Although the ANSI FRMis, by definition, an
| SDN packet node bearer service, the FRM service definition does
not inhibit its use with any suitable lowbit-error-rate service.

The FRM shall be capabl e of supporting a variety of
connection-oriented and connectionl ess transport data servi ces.
These services shall support the followng DI'S service access
definitions:
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a. Crcuit-swtched access to the DIS network el enment's
renmote frame handler (FRM Case A). The B- and H channel s shal
be used to support this access nethod.

b. Virtual access via the DIS network elenment's | ocal | SDN
connection (FRM Case B). The B-, H, and D-channels shall be
used to support this access nethod.

It shall be possible to establish access connections on a
demand and pernmanent basis in accordance with ANSI T1.617.
Mul tiplexing of nmultiple subscriber data streans onto a single
connection, unlike CCITT X 25, shall be perfornmed at the link
| ayer.

5.6.4.2 Rates. The FRM shall have the capability of using the
strategic-local network B-, H, and D-channels and tactical -Iocal
network bit rates from 16 kbps to 2.048 Mops. Wien using the
basic rate ISDN interface, the FRM shall operate at the 64-kbps
rate. The FRM use of the D-channel shall be at either the basic
(16-kbps) or the primary (64-kbps) rates. The D-channel rates
are only applicable for the FRM Case B

5.6.4.3 Format. The FRMframe format shall be as depicted in
figure 5.12 and defined in ANSI T1.618. The fields identified in
the figure are described as foll ows:

Fl ag: Each frame contains a beginning and cl osing
HDLC flag. The flags are used to indicate
t he begi nning and end of a negoti ated packet
of user information.

Addr ess: The address field is used to support routing
and network status (e.g., congestion) control
i nformation.

Control : The FRM does not enpl oy the HDLC control
field.
| nf or mat i on: The information field shall support the

transport of a defined anmobunt of user
information. The default information field
size is 262 octets (chosen to be conpatible
with LAPD on the D-channel). The m ni mum
frame relay information field size is one
octet. The support by networks of a
negoti at ed maxi num val ue of at |east 1600
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octets is recomended for applications such
as LAN interconnect, to mnimze the need for
segnent ati on and reassenbly by the user

equi pnent .
Frame check The frame check sequence (FCS) is used to
sequence: provi de error-checking. The FCS is defined

to be a 16-bit sequence.

5.6.4.4 Managenent. The FRM provides no intrinsic network
managenent capability. Thus, the FRM shall be managed as a | ayer
1 and layer 2 service in accordance with rel evant portions of
5.7.

5.6.4.5 Interworking. The FRM shall support interworking

bet ween tactical -1ocal network and strategic-1local networks.

I nterworking via the FRM shal |l support LAN-to-LAN, and term nal -
to-termnal interconnections. (Were feasible, the FRM may al so
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|[ Flag Field ]|
| 0 1 1 1 1 1 1 o]
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| Address Field |
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FIGURE 5.12. Frame format for frame relay mode.
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t ake advant age of broadband transport services to traverse non-
FRM net wor k segnents.)

5.7 Network managenent. To maintain a coherent and stable

net wor k, each segnent of the D S shall support a |ocal network
managenent function as indicated in figure 5.13. The

Tel ecomruni cati ons Managenent Network (TMN) architecture, as
defined in COTT M 30, shall be used as the basis for a conmon
net wor k managenent framework within the DIS. The TMW shal

provi de a framework for managenent of both signaling and user
network resources. The TMN franmework shall support managenent

i nformati on exchanges between peer and subordi nate network
managenent entities. Wthin individual TMN el enents (e.g., NEsS),
the OSI system managenent franework shall be used. Part 18 of

NI ST Speci al Publication 500-183 provides stable inplenentation
agreenent to enabl e i ndependent vendors to supply customers with
a diverse set of networking products that can be nanaged as part
of an integrated environnent.

5.7.1 Network managenent objective. Network managenent entities
(DI'S systens supporting network managenent) shall make nmaxi mum
use of integrated and automati c managenent aids to facilitate
effective and responsive support of the Specific Managenent
Appl i cations Functions (SMAFs). Network managenent as defined in
this standard does not attenpt to establish bounds on or restrict
i npl enentati on of any aspect of DI S network managenent, but
rather to define its mninmumrequired degree of interoperability.
When applicable, M L-STD 2045-38000 shall define the DI'S network
managenent within a DoD facility.

5.7.2 Network managenent infrastructure. The network nanagenent
infrastructure shall consist of the network managenent
architecture, network adm ni stration, and managenent
communi cati ons.

5.7.2.1 Architecture. The TM shall support the establishnment
of a common and coherent framework for network nmanagenent.

Net wor kK managenent as exercised via the TMN architecture shal
not inhibit the establishnent of a centralized, distributed-

hi erarchi cal or distributed-peer managenent (sub)architecture or
any conbination thereof wwthin a DIS elenent. To support either
a centralized or distributed DIS managenent objective, a virtual
net wor k managenent strategy shall be adopted. Virtual network
managenent shall inply the use of a comon franework
(architecture and services) for the managenent of all resources
within all elenments of the DIS. The virtual network managenent
approach shall in no way restrict achievenent of the overall DS
net wor k managenent objective stated in 5.7.1. The DIS TMN
architecture shall support network managenment within a DoD
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facility as defined in ML-STD 2045-38000 and shown in figure
5. 14.
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TMNs shal | support internetworking across the DIS to provide
end-to-end network (and path) managenent. A TMN associated with
a specific DS el erent may enpl oy a subset of the typical TMN
architecture. (That is, differences may exi st between TWN
network topologies. This difference may translate into a
vari ance in the type and nunber of equi pnent used in TM\.

Enpl oynment of a TMN subarchitecture shall not inply a reduction
in the degree of managenent functional control.)

A TMN shall have an Operating System (0OS) function to
exerci se control of manageable resources within its domain. A
TMN' s domain may extend across an entire DS network or sone
portion thereof. The OS shall also support an external
managenent interface for authorized renote access and control.
The OS shall interface to the backbone (or subnetwork) Data
Communi cations Network (DCN) for the exchange of managenent
i nformati on between other peer or subordinate TMNs. A
wor kstation function shall provide a |ocal adm nistration
interface to the TMN. A notional TMNis shown in figure 5.15.
Local nmanagenent within TMN el enents shall be in accordance with
M L- STD- 2045- 38000.

5.7.2.2 Admnistration. The admnistration architecture (i.e.,
operational control) within the DIS, in accordance with DoD
policy, shall conformto the distributed-hierarchical mnagenent
structure. Subadm nistrations shall be designated by the DI S
adm ni strator to support network operations at | ower echel ons.
Al primary network el ement (NE) nodes (e.g., switch) designated
by the DI'S adm ni strator shall have a network adm nistration
function. The subadm nistrator shall be responsible for
executing network managenent functions wthin a nmanagenent
domain. Al admnistrators shall performtheir managenent
functions through the enploynent of the common network nmanagenent
infrastructure and a set of uniform nmanagenent servi ces.

5.7.2.3 Comuni cations. Although the TMNis logically a
separate network fromthe user and signaling traffic networks,
which its manages, it shall be capable of using these networks to
support its comrunications requirenents. Provisions shall be
made to support nmanagenent comruni cati ons between two or nore
principal (sub)networks of a DIS elenent. A principal

(sub) network shall contain a network managenent entity. A point-
to-point circuit shall be available to link a DS segnent
consisting of two (sub)networks. An ommibus circuit shall be
available to Iink tandem (sub) networks. The managenent circuits
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shall provide an ability for network adm ni stration and/ or
manager processes to exchange managenent information in
accordance with I1SO DI'S 9595 and |1 SO DI S 9596.
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5.7.3 Network managenent requirenents. The foll ow ng network
managenent requirenents as defined in SO DS 10165-2 shal
support the establishnment, (re)configuration, and mai ntenance of
a stable signaling and user network environnment. The network
managenent entities shall be supported by SMAFs, which are
defined in 5.7.3.1 through 5.7.3.5.

5.7.3.1 Fault managenent. Fault nmanagenent, in accordance with
CaTT M 20, M30, and M 36, shall allow for detection, isolation,
and correction of abnormal (i.e., unplanned) operation of the

t el ecomuni cati ons network. A TMWN el enments mai nt enance service
provi der (MSP) shall not disturb any other domain when attenpting
to localize a fault. To acconplish the fault managenent
objective, the follow ng functions shall be supported:

a. Al arm surveil |l ance

° A TMN shal |l provide the capability to nonitor NE
failures in near-real-tine.

° Spont aneous error reporting.

° Error threshold alarmreporting.

° Cont i nuous noni tori ng.

b. Fault | ocalization

° Troubl e isolation

° Fault tracing.

° Suppl enentary fault isolation shall be provided
when initial failure information is insufficient
for fault localization. Internal and/or external

test assets shall be controllable by a TM\.
Renote control via |local managenent process shal
be sufficient.

C. Testing (requested, on-demand, routine schedul ed)
° D agnostic testing.
° Confi dence testing.
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d. Resour ce managenent
° Mai nt enance functions (corrects isolated faults
and mai ntai ns operating conditions)
° Resource (re)initialization
° Resource identification.

An appropriate set of fault nmanagement procedures and objects
shall be defined to enable effective and responsive fault
managenent. \WWere necessary, the fault nanagenent function shal
interact with other SMAFs to acconplish its managenent function

5.7.3.2 Configuration managenent. Configuration managenent

shal | support functions necessary for exercising control over,
identifying, collecting data from and providing data to NEs. To
acconplish these objectives, configuration managenent shal

provi de the foll ow ng:

a. Provi si oni ng functi on:

° The provisioning function shall provide for the
ability to control/activate equi pnment into service
(not including installation). The TWN
adm nistration shall initiate the service status
of equi pnment (in service, out-of-service, stand-
by, reserved) and sel ected paraneters.

b. Status and control functions:

° The TWN adm nistration shall have the ability to
monitor and control certain NE attributes on
demand (i.e., checking/changi ng service state;
initiating/termnating diagnostics; and
rearrangi ng equi pnment or rerouting traffic in
response to faulty NE equipnent). Ability to
assess inpact of a potential NE s configuration
prior to activating that configuration.

C. Install ati on function:

° The TMN shal |l support installation of equi pnent
and/or channels into an active network.
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An appropriate set of configuration managenent procedures and
objects shall be defined to enable effective and responsive
configuration managenent. \Were necessary, the configuration
managenent function shall interact wwth other SMAFs to acconpli sh
its managenent function

5.7.3.3 Performance managenent. To execute perfornmance
managenent as defined in CCOTT M 20 and M 30, functions shall be
provided to evaluate and report on the behavior of network

el ements and their effectiveness in neeting desired perfornance
obj ectives. Performance managenent shall pertain to the
foll ow ng functions:

a. Per f ormance Mbonitori ng:

° Collecting and reporting of traffic data trends in
traffic | oad, bandwi dth utilization, and response
tinme.

° Reporting end-to-end circuit trends

° Det ection of:

-- Loss of frame sync

-- Loss of signal

- - Al arm i ndi cati on signal

-- Alarminformation to the renote end

-- Slips

- - Restoration indication signal
° Bit error indicators:

-- Code vi ol ati ons

-- FCRC errors

-- Frame alignnent signal errors

-- Bl ock parity errors

- - Errored seconds
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-- Severely errored seconds
-- Degraded m nut es

Loss of signal energy
Appl yi ng control s:

-- Congesti on

-- Exceedi ng Al |l ocation
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b. Traffi c managenent functions:
° A TMWMN collects traffic statistics data from NEs to

reconfigure the tel econmuni cati ons network or
nodi fy operations in response to extraordi nary
traffic conditions.

° The TWN receives traffic reports (periodically, on
demand, or as a result of the NEs exceeding its
threshold). The TMN may reset an NE's threshold
for generating reports.

° Raw data or summary reports shall be avail able
froman NE upon the TMN adm nistrator's request.
C. Qual i ty-of -service:
° (Same basic itens identified for traffic

managenent above.)

° The QOS function shall nonitor and record the
foll om ng paraneters

-- Connection establishnent (e.g., call setup
del ays, successful and failed call requests).

-- Connection retention.
-- Connection quality.
--- Historical systemstate
--- Cooperation with fault (or maintenance)
managenent to establish cause of
possi bl e failure of resources
--- Cooperation with configuration
managenent to adopt routing and | oad
control paraneters and limts

--- Initiation of test calls to nonitor QOS
par anet ers.

An appropriate set of performance managenent procedures and

objects shall be defined to enable effective and responsive
per f ormance managenent. \Were necessary, the performance
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managenent function shall interact wwth other SMAFs to acconpli sh
its managenent function

5.7.3.4 Security managenent. Security managenent shall pertain
to the nonitoring and control of access to network resources and
services. To neet this objective, the follow ng shall apply:

a. Peer entity authentication exchange
b. Access contro
C. Connection confidentiality
d. Connectionless confidentiality
e. Selective field confidentiality
f. Traffic flow confidentiality:
° Si gnal i ng nessage protection

° Traffic padding

° Stabl e routing tables
g. Connection integrity (with or w thout recovery)
h. Selective field connection integrity

i Connectionless integrity

] - Selective field connectionless integrity
k. Nonr epudi ation (origin or delivery):

° Digital signature

° Data origin authentication

° Not ori zati on

l. Data integrity

An appropriate set of security managenent procedures and objects
shall be defined to enable effective and responsive security
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managenent. \Were necessary, the security managenent function
shall interact with other SMAFs to acconplish its managenent
functi on.

5.7.3.5 Account managenent. Account managenent shall pertain to
resource utilization and audit tracing. The network nmanagenent
process shall be capable of performng all functions necessary to
nmeet these account nmanagenent objectives. To neet the objective,
t he managenent process shall provide as a mninmumthe foll ow ng:

a. Traffic summary

b. Resource utilization statistics
C. Crcuit status

d. Billing

An appropriate set of account managenent procedures and objects
shal |l be defined to enable effective and responsive account
managenent. \Where necessary, the account nanagenent function
shall interact with other SMAFs to acconplish its managenent
function.

5.7.4 Managed objects. Al system nmanagenent entities within a
DS network elenment's TMN domai n shall maintain a set of
manageabl e obj ects. An object is an abstract neans of
referencing controll able (manual or automatic) physical and

| ogi cal equi pment and their related signaling, managenent, and
user services within the DIS. Resources within a nmanagenent
domai n having control, status, and test points and services shal
organi ze their subordi nate objects in a contai nnent hierarchy.
The object's contai nment hierarchy shall define the internal

rel ati onship of objects within the managenent information base
(MB). Mnaged objects shall have a defined association within
and between SMAFs (see 5.7.3).

5.7.4.1 Managenent information base. The MB shall contain
common standard definitions of all manageabl e objects within a
control domain. \Were appropriate, the MB shall contain |locally
and globally (internedi ate gateways and other DI S el enents)
significant object definitions. Provisions shall be nade to

all ow specific DS el enent specific extensions to the conmon M B

5.7.4.2 bject definition. Al objects defined wwthin the MB
shal | be defined using the techniques and tenpl ates specified in
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the FIPS XXX, the section titled Guidelines for the Definition of
Managenment Obj ectives and further constrained by N ST Speci al
Publ i cati on 500-183 (Part 18, clause 7). All managed objects
must have registered object identifiers. 1In accordance with |ISO
DI'S 10165-1/2/4, the structural definition of an object shal

i ncl ude:

a. bj ect Name Identifier (in terns of the ASN. 1 noti onal
| anguage)

b. Syntax (i.e., type of object: nuneric, global,
t hr eshol d)

C. Access (i.e., read-only, read-wite, wite-only, not
accessi bl e)

d. Status (i.e., mandatory, optional, obsolete)

e. Description (textual description of the object)

f. State (service availability to which object refers)

g. Schedul e (tinme-driven actions)

A DS elenment may al so require locally unique intrael enent
objects. These objects shall be defined in a partitioned
extension of the MB. Due to the potential, uniqgue
characteristics of a particular DS el enent, the defined set of
obj ects associated with a DIS el enment shall be called "native"
el enent s.

5.7.4.3 Interworking objects. The DS stipul ates that
interworking is a requirenent. Thus, where necessary, a set of
obj ects shall be defined for the managenent and control of

i nt er net wor ki ng across heterogeneous DI S el enents. A class of
manageabl e obj ects shall be reserved for coordi nati ng between
TMNs. Internetworking shall have m nimal inpact on signaling
traffic, user traffic, and their services.

5.7.5 Security considerations. Network managenment via security
features associated with the SMAFs shall provide the necessary
| evel of security for all DS network managenent objects.

5.7.5.1 SMAF execution. Strict security provisions shall be
defined and designed into the network infrastructure at the
adm ni strator, manager, agent, and object levels to control
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unaut hori zed access to and operation of SMAFs associated with
each DIS TMN. Security consideration of the user information
fl ow shall be taken into consideration when gaining or allow ng
access to nmanageabl e user traffic objects.

5.7.5.2 Access to nmanaged objects. The network managenent
function shall gain access to a nanaged object via its managenent
protocol. The managenent protocol shall interrogate the object's
agent to provide physical access to the object. Exam nation of
an object shall be consistent with the level of control and
security possessed by the requesting adm nistration's managenent
function. Were authorization exists, the object's descriptive
attributes may be nodified by the network managenent function.
Attenpts to access to undefined objects shall not create an
unpr edi ctabl e response from a network agent.

5.8 Performance standards. Termnal-to-term nal performance
standards, applied to hypothetical reference circuits (HRC), are
included in this standard to provide system desi gners and

pl anners with a consistent basis for establishing system

par anet er s.

5.8.1 Hypothetical reference circuits. An HRC has a specified
configuration and length. It is based on such factors as

communi cations requirenments, user satisfaction, equipnent
performance, installation and operation procedures, and
experience. Reference circuit configurations, such as the nunber
of links, trunks, and nodes in tandemw th associ at ed
transm ssi on equi pnment, are chosen so that each configuration can
be considered representative of a typical network or subsystem
operational circuit. The nomnal length of a reference circuit
normal Iy represents the probabl e maxi rum di stance over which
communi cations are required in the network or subsystem under
consi derati on.

An HRC is used (a) as a reference for the performance of
pl anned or operational circuits; (b) as guidance for planning and
engineering circuits and networks; (c) as a nmeans of prorating
and allocating transm ssion paraneters to different portions of a
circuit and associ ated equi pnent; and (d) as a basis to derive
i nterface, subsystem and equi pnent standards.

Normal Iy, in an operational communications system various
circuits with different |engths and parameters fromthe HRCs nust
be enployed. It is not practical to standardi ze the performance
of every link or circuit that may have to be engi neered and
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installed. The purpose of standardizing performnce on an end-
to-end basis (and defining HRCs) is to ensure that actual I|inks,
trunks, and circuits will performsatisfactorily as parts of an
overal |l subsystem or system

Designers and circuit engineers are expected to nake their own
assunptions and decide on such factors as length of radio |inks;
channel perturbations, such as noise and jitter; nunber of PCM
ADPCM and CVSD tandem | i nks; nunber of A/ D conversions; and
del ay characteristics to optimze circuit performance.

5.8.2 Hypothetical reference connections. The HRCs described in
5.8.2.1 and 5.8.2.2 can al so be viewed as hypot hetical reference
connections (HRX) for circuit-switched calls or packet-swtched
calls. End-to-end performance paraneters given in 5.8.2.2 and
5.8.3 apply only to circuit-switched calls. End-to-end
performance paraneters for packet-switched calls are a subject
for further study.

5.8.2.1 Wde-netwrk segnents. The segnents that constitute
each HRC are summari zed in table I X

TABLE | X. Ref erence segnents for w de-network segnents.

REFERENCE SEGVENT DESCRI PTI ON
Tai | Sanme as 320-kmterrestrial segnent.
320-kmterrestrial Ei ght line-of-sight (LOS) radio
segnent repeater |inks.
Satellite or One satellite link with a 40-km LGS
transoceani ¢ submarine |radio link at one end, and a netallic
cabl e or fiber optic cable connection at the

ot her end.

5.8.2.2 Error-free-second ratio allocation. The error-free-
second (EFS) ratio allocation for each segnent and the resulting
performance for each HRC is provided in table X

5.8.3 Wde networks. Three HRCs for wi de networks exist. They

are illustrated in figure 5.16. The paraneter selected to
characterize error performance in w de networks shall be the EFS
ratio for a 64-kbps channel. The term nal-equipnment to term nal -

equi pnent performance requirenent for the EFS ratio is 0.99 for a
circuit traversing each HRC, as shown in figure 5.16.
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TABLE X. Error-free-second ratio allocation.
HRC
PER
SEGVENT SEGVENT GLOBAL OVERSEAS | NTRA-
CONTI NENTAL

Tai | 0. 9996 --- --- ---
320-km 0. 9995 --- --- ---
terrestri al
segnent
Satellite or 0. 9997 0. 9936 N A 0. 9968
transoceani c --- R .-
cabl e
HRC --- 0. 9916 0. 9936 0. 9949
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a. Global Hypothetical Reference Circuit (HRC)

. M) M) ) M) ) .
U/ N U/ U/ N
Tail Terrestrial Satellite or Satellite or Terrestrial Tail
segment segment transoceanic transoceanic segment segment
(320-km) sumarine sumarine (320-km)

cable segment cable segment

b. Overseas Terrestrial HRC

’47 Twelve 320-km terrestrial segments —P{

. M) M) M) M M M M) .
A\ A4 A4 A4 A4 N\ N\
Tail Tail
segment segment

c. Intracontinental HRC

. M M M M .

N4 N4 N4
Tail Terrestrial Satellite Terrestrial Tail
segment segment segment segment segment
(320-km) (320-km)
LEGEND:

@ user terminal interface

(O intersegment tandem connection

FIGURE 5.16. HRCs for wide networks.
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5.8.4 Tactical networks. Three HRCs exist for U S. tactical
circuits:

a. The first HRC, shown in figure 5.17, consists of six
i nternodal line-of-sight (LOS) radio links in tandem Each
i nternodal LOS radio has a nom nal distance of 50 kmw th an 8-km
down-the-hill (DTH) mllinmeter wave or cable |ink on each end.

b. The second HRC, shown in figure 5.18, consists of one
i nternodal troposcatter link covering a transm ssion di stance of
200 kmin tandemw th two internodal LOS radio |links of 50 km
each. Each troposcatter and LCS radio |ink has an 8-km DTH
mllimeter wave radio or cable |link on each end.

C. The third HRC, shown in figure 5.19, consists of two
tactical subnetworks interconnected by wi de network el enents, as
provi ded by the DCS or public swtched tel ephone networks (PSTN)
In this case the information transmts up to 12 LOS radio |inks
and 24 DTH | i nks.

The contribution to the overall circuit error ratio allocated to
tactical network elenents is provided in table XI.

TABLE Xl . Operational bit error ratios for HRCs that use
tactical network el enents.

CONTRI BUTI ON PER CI RCUI T
TYPE OF SECTI ON BI T ERROR RATI O % OF ANY

( BER) M NUTE
LGS radio 1 x 10°* 99.0
Tropo radio 4 x 104 99.0
DTH radi o 1 x 10°° 99.0
DTH coaxi al cable 1 x 106 99.9
DTH fi ber optic cable 1 x 108 99.9

NOTE: The operational error rates are transm ssion errors and
do not include effects of error correction or encryption
devi ces.

5.8.5 Subscriber networks. Subscriber term nal equipnent is
connected to the | ocal base-level or tactical network via

150



M L- STD- 187- 700
1 JUNE 1992

subscri ber network el ements. Four HRCs applicable to subscriber
networks exist. The first two are applicable to both strategic
and tactical subscribers. The third and fourth are applicable to
tactical subscribers only.
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a. A direct netallic cable connection between the
subscriber's term nal equi pnent and the local circuit
or packet switch. The cable may be up to 4 km| ong.

b. A LAN conplying with LAN standards | SO 8802. 3, 8802. 4,

or 8802. 5.
C. A radi o network made of combat net radi os.
d. A nobil e subscriber radi o term nal

The contributions to the overall circuit bit error ratio (BER
al l ocated to subscriber network elenents is provided in table
X,

TABLE XII. Qperational error rates for HRGCs that use
subscri ber network el enents.
CONTRI BUTI ON PER CI RCUI T
TYPE OF SECTI ON BI T ERROR RATI O % OF ANY
( BER) M NUTE

Metal l'ic cabl e connection 1 x 106 99.9
Local area network TBD TBD
Radi o net wor k 4 x 103 95.0
Mobi | e subscriber radio term nal TBD TBD
DTH fi ber optic cable 1 x 108 99.9

5.9 Nunbering plans. A standard nunbering plan format shall be
enpl oyed on all trunks that cross-reference point B. This
includes all joint and international circuit- and packet-sw tched
t runks.

5,9.1 drcuit-switched trunks. Tel ephone nunbers, as they
appear on joint circuit-switched trunk interfaces, shall consist
of a three-digit area code and a seven-digit subscriber nunber
uni que to each area code. Tel ephone nunbers for international
calls shall consist of an international access prefix (1AP), in
addition to the area code and the subscri ber nunber.

5.9.1.1 International access prefix. The |IAP for calls between
U. S -tactical subscribers and NATO-tactical subscribers,
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reference point B (NATO, shall conply wth STANAG 4214 and its
description of the nationality identifier (NI). The N is of the
form9CC, where CCis a two-digit country code. The |AP for
calls between U. S.-strategic subscribers and strategic

subscri bers of other nations shall conply with CCTT
Recommendati ons E. 163 and E. 164.

5.9.1.2 Area codes. The area codes for calls between

U S -tactical subscribers and NATO tactical subscribers shal
conply with STANAG 4214 and shall be of the form NCC, where N=0,
1, ..., 8 and CCis the two-digit country code. Area codes for
calls between U.S.-joint tactical networks shall conmply with the
Joint Pub 6-05 chapter titled New Integrated Tactical Nunbering
Pl an. Area codes for base-level and w de-network el enents shal
conply with DCAC 370-175-13, the section titled DSN Wr | dw de
Nunbering and Di aling Plan.

5.9.1.3 Subscriber tel ephone nunbers. The standard tel ephone
nunber, as it appears at joint and conbined trunk interfaces,
shal | have seven digits. The seven digits nmay consist of two
subconponents: a unique switch code for each area code, and a
uni que subscriber nunber for each switch code. Systens, which
enpl oy deduci ble directories, automatic subscriber affiliation,
and fl ood-search routing shall use all seven digits as the unique
subscri ber nunber.

5.9.2 Packet-swi tched trunks. The address of the called

term nal shall be provided in the call request packet in
accordance wwth CCI TT Recommendation X. 31. As an objective, DoD
wll evolve toward an integrated addressing plan applicable to
both circuit-sw tched and packet-switched trunking. 1In the
interim packet-sw tched network el enents shall conply with
standards adopted for use by DDN

5.9.3 Digit capacity for international systems. The nunber
length for international calls may be increased to accommopdate
future network requirenents (see CCI TT Recommendati ons E. 163, the
section titled Digit capacity of international registers, and

E. 164, the section titled Nunber length). The digit capacity of
registers required to process international calls should provide
a mninmmcapacity of 15 digits. This digit capacity does not
include all digits dialed by tel ephone subscribers, such as
access and priority digits.

5.9.4 Subaddressing (network address extension). The seven-
di git subscriber nunber shall identify connections at reference
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point A Additional subaddressing required to identify

subscri ber-to-network term nations or service access points shal
be transparent to the |ocal- and w de-network el enents. For
base-1 evel subscribers, up to 40 digits may follow the subscri ber
nunber, as illustrated in CCTT Recomrendati on E. 164, the section
titled Address information. Subaddressing for tacti cal
subscribers is a subject for further study.
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